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ABSTRACT

The collective movement of the Internet of Things (loT), industrial automation, and
advanced analytics is regulated by its importance in the progress of Industry 4.0.
The current paper provides the concept, design and implementation of an loT based
industrial automation framework offering real time monitoring, predictive control
and operational optimization to the manufacturing and process industries. The main
goal is to increase the level of situational awareness, minimize unpredicted downtime
and increase production effectiveness due to transparent combination of edge-cloud
communication and smart analytics. The recommended system interconnects industrial
heterogeneous and diverse sensors with programmable logic controllers (PLCs) and
actuators through a communication layer that is based on MQTT to provide low-latency
and secure communication of information. The data of real-time streams is processed at
the edge with a split-second analytics pipeline that consists of both time-series anomaly
detection and predictive maintenance models. The working prototype was installed
on a CNC machining line upon which performance was compared to a conventional
system controlled by a PLC. A 60 days trial period results showed a 23 percent
saving in unplanned downtime, 15 percent increase in production throughput and 21
percent energy consumption. The mentioned improvements outline the efficacy of the
predetermined control based on loT in the optimization of operational performance.
The results affirm that fusing industrial automation with the loT effectively raises the
responsiveness and adaptive capability and imparts actionable intelligence that incurs
cost-effectiveness and sustainable use in manufacturing. It will have future extensions
that integrate 5G connectivity, federated learning, and digital twin in multi-factory
optimization and resilience in Industry 4.0 environments.
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INTRODUCTION

The fourth industrial revolution (Industry 4.0) has
been identified to represent a paradigm shift in the
manufacturing sector with the pull of cyber-physical
systems (CPS), Internet of Things (loT) applications,
real-time analytics, and autonomous control.[" These
innovations support the process of smart decision-
making, greater process flexibility and increased
efficiencies in the operation. Nonetheless, conventional
automation schemes of industrial plants are majorly
built using closed-loop systems based on PLC-mediated
control that lacks much flexibility in face of variable
workloads and changing operational environments.

Technologies , Vol. 1, No. 2, 2025 (pp. 35-41).

Manufacturing systems are becoming more complex
and in turn the speed of demand of low-latency, high
reliability and energy-efficient operations is gaining
pace.X

Notwithstanding a number of studies carried out around
loT-driven automation, there remain a few constraints:

1. The absence of real-time predictive control
systems that could keep up with the industrial
conditions, which constantly change quickly.?!

2. Theinability of interoperability of heterogeneous
industrial systems and protocols, a situation that
prevents seamless integration.
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3. Narrow operating intelligence in order to
streamline throughput, energy use, and service/
maintenance calendars.?

The latest work has suggested the usage of the loT
to monitor and control in the industrial setting.
681 Nonetheless, numerous individuals are overly
dependent on analytics via the cloud with a latency
level that is unacceptable in situations such as time-
critical industrial control processes.”! Others target the
optimization of single objective: either fault detection
or energy reserves management, and do not provide
multi-objective framework of operation optimization.

To fill these gaps, the present paper proposes a fully
deployed loT-based, industrial automation architecture,
which is able to cater to:

 MQTT and OPC-UA integration interoperability of
multi-protocol devices.

e Real time anomaly detection in sub second(s).

» Predictive repairs to emphasize on scheduled
downtime.

o Sustainable manufacturing through energy-
awareness optimization of operations.

The rest of the paperis organized as follows: the paper will
review related work in Section 2, provide the framework
in Section 3, methodology and implementation in
Section 4, experiment results in Section 5, implications,
and limitation in Section 6, and conclusion and future
research directions in Section 7.

RELATED WORK

The latest developments on the loT-enabled industrial
automation involved wireless sensor implementations
and server-based analysis and artificial intelligence
(Al)-based decision-making strategies to improve its
operational proficiency and process visibility.l> 7] One
of them is the use of wireless sensor networks (WSNs)
to obtain process parameters in real time, and the lloT
platforms to manage all collected data in a centralized
manner.® Echoing this solution, Singh, et.al.!! adopted
a real-time monitoring system based on MQTT to monitor
industrial equipment manufacturing equipment and
showed low-overhead data transmission and scalability.
Nonetheless, the mechanism lacked integrated
predictive controls aspects thus making its use applicable
in the concept of adaptive process optimization. On the
same note, Kim et al.l'"? discussed cloud-based analytics
to monitor the manufacturing process that had thick
history but had excessive latency and thus not ideal
in industry due to its sensitive real-time applications.
The solution of Al-driven predictive maintenance with
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respect to industrial control systems has been presented
in other studies.['" "2 Although these solutions enhanced
the minimal errors in fault detection, they were mostly
used only on cloud platforms, and because of this,
the apt response in actuation was delayed, and more
dependence was put on consistent internet connectivity.
Also, a large number of strategies have been based on
single-objective optimization, whether maintenance
or energy efficiency, which do not integrate various
objectives of the operation into one control model.

Research gaps in earlier studies are as follows:

1. Edge computing has been relatively unpopular
due to the desire to make industrial decisions in
less than a second.

2. Inadequacy of holistic structures that merge
predictive control, real-time anomaly detection
and operational optimization.

3. Scrappy energy-conscious decision-making as
part of loT-enabled industrial automation.

To overcome such drawbacks, we propose an edge-cloud
hybrid computing system integrated with the algorithms
of machine learning-based predictive control and energy
optimisation to provide a multi-objective, low-latency
and scalability approach that fits Industry 4.0 needs.

PROPOSED FRAMEWORK
Architecture Overview

The proposed loT-enabled industrial automation system
adopts the multi-layered, modular architecture in
order to achieve low latency decision-making, scalable
integration, and secure interoperability among the
heterogeneous industry devices. The model is made up
of five loosely linked layers whose functions are also
distinct as shown in Figure 1:

1. Sensing Layer

This layer consists of industrial grade temperature,
vibration and power sensors and are combined
with Programmable Logic Controllers (PLCs) and
microcontroller-based edge nodes. The high frequency
operational and environmental parameters of
manufacturing equipments are sampled by means of
sensors. The rates of data acquisition can be configured
(up to 1 Hz condition monitoring and 10 Hz vibration
analysis) to resolve the balance between granularity and
network load.

2. Communication Layer

A compound communications protocol stack is both
interoperable and has low overhead. MQTT is used
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over Ethernet/Wi-Fi to exchange lightweight, publish/
subscribe data and OPC-UA delivers standard, platform-
independent access to PLC process variables. End-to-end
encryption is done with Transport Layer Security (TLS)
that secures data confidentiality and integrity in transit.

3. Edge Analytics Layer

Edge real-time fault detection and predictive control
computations are computed with an embedded
processing unit like Raspberry Pi 4 or NVIDIA Jetson Nano.
This reduces round-trip latency of cloud processing and
allows detection of anomalies in less than a second. Data
is also filtered and compressed on the edge layer before
transmitting which minimizes bandwidth usage.

4. Cloud Layer

Secure device management, storing of data on a long-
term basis, and advanced batch analytics are done
with the AWS IloT Core platform. Its historical data is
run through machine learning models to answer trend
questions, perform root cause analysis and benchmark
performance. Digital twin integration to simulate and
optimize the system is supported by this layer, as well.

5. Control Layer

This tier involves PLC-based actuation systems being used
in closed-loop control mode but enhanced with Al-based
suggestions which are provided by edge analytics layer.
The machine parameters are altered with the application
of control decisions that schedule predictive maintenance
and seek real-time optimization of energy use.

Control Layer

I @9

PLC-based Al-driven
c/ozed-loepcontrol Recommendations

Cloud Layer

(ﬁb Device Management
and Analytics

AWE 10T

8
Edge Analytics Layer

Raspberry Pl 4 NVIDIA Jetson Nano
Real-time Fault Detection

Communication Layer
» MQIT =oPC-uUA
Sensin7g Layer
G

Fig. 1: loT-Enabled Industrial Automation
Framework Architecture

Multi layer system that indicates the layering of sensing
(sensing layer), communication (communication layer),
edge analytics (edge analytics layer), cloud (cloud layer)
and control (control layer).

Having intelligence at both edge and cloud layers
makes the proposed architecture scalable to multi-site
conditions and receptive to industry 4.0 and industry 5.0
applications, including the responsiveness to disruptive
conditions on the network.

METHODOLOGY
Hardware Implementation

The framework uses industry grade sensing and control
hardware such that there is a high reliability and level of
accurateness of measurement (Figure 2).

» Sensors: Bosch MEMS accelerometers to measure
vibration levels, Honeywell industrial-grade
temperature sensors to measure the temperature
levels and Schneider Electric digital power
meter to analyse energy profile in real-time.
Such devices have been chosen on the basis of
low latency (<50 ms response time) and high
accuracy (+-0.1 percent).

« Controllers: Siemens S7-1200 PLCs to determine
control cycles (scan time <10 ms), and Arduino
MKR WiFi 1010 boards as lightweights to perform
loT data transmission in the subsidiary systems.

o Edge Devices: Raspberry Pi 4 (4 GB RAM) as
the MQTT broker to support publish subscribe
communication with minimal overheads, NVIDIA
Jetson Nano processor to perform on-site
inference to make decisions that do not require
cloud connectivity in a fraction of a second
Graphical representation of a scalable hardware
architecture that includes such components as
industrial-rated sensors, Siemens PLC controllers,
loT boards, and edge computing devices to perform

HARDWARE IMPLEMENTATION FRAMEWORK
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Fig. 2: Hardware Implementation Framework Diagram
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sensing, control, and real-time analytics with high
availability.

Software and Protocols

The system combines industry-friendly communication
standards with lightweight loT messaging in a bid to
achieve interoperability and efficiency (Figure 3).

¢ [oT Communication:

o Lightweight telemetry between the edge
nodes and the cloud infrastructure to be MQTT
(QoS Level 1), due to its minimal bandwidth
footprint (<2 KB per message).

e OPC-UA to provide interoperability between
PLCs to give compatibility between
heterogeneous industrial controllers.

e Analytics Stack: Machine learning models
optimized using Python Python implementations
of Random Forest (to generate interpretable
decision boundaries) and long short-term
memory (LSTM) (to learn temporal sequences)
that are deployed into a Tensorpan to optimize
inferencing at the edge.

» Visualization: Grafana dashboards that are
connected to the time-series databases InfluxDB,
to visualize KPIs in real-time and receive alerts
about possible anomalies, as well as the ability
to analyze trends over time.

(QoS Level 1)

Analytics Stack

E@ Grafa nQ}

v
[“ ]nﬂUXDB]

Visualization

Fig. 3: Software and Protocols Stack for loT-Enabled
Industrial Automation
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Multi-level architecture representing communication
standards in the industrial environment, analytics
system, and visualization of monitoring and predictive
control real-time data.

Predictive Control Algorithm

This was created in order to stabilize the process and
optimize throughput using the predictive control logic
(Algorithm 1) (Figure 4).

1. Data Acquisition Transfer stream real time sensor
data at 1Hz data rate over MQTT and OEC-UA
connection.

2. Edge-Based Anomaly Detection: Use an Isolation
Forest model to allow varying contamination
thresholds to identify an anomaly in the process.

3. Predictive Adjustment: Apply the processed
data in predictive control model with LSTM to
predict the drift of parameters up to 10 seconds
in advance.

4. Corrective Actions: Preemptive PLC actions
(e.g., increasing / decreasing speed in the case
of CNC) prior to high anomaly levels.

5. Logging and Model Retraining All sensor
measurements, anomaly event occurrences and
interventions are stored on AWS S3, and used
periodically to retrain and tune the models.

Anomral

¥

;

LSTM

Isolation Forest

Anomaly

Real-time Predictive control Spindle

sonsor Fo :
inputs recast: 10 s speed

AWS
S3

Algorithm 1: Predictive Control Algorithm

Fig. 4: Data Flow Schematic: Predictive Control
Algorithm for Industrial Process Optimization

Graphic representation of how a sensor to cloud data
flow, anomaly detection, predictive adjustments, PLC
interventions, and logging are planned in an industrial
predictive control pipeline.

EXPERIMENTAL SETUP AND RESULTS

Test Environment

The industrial automation scheme equipped with the loT
suggested by the proposed work was implemented on
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an industrial production line CNC machining deployed
to a variable load environment to ensure the possibility
of relevance regarding production line operation. The
test was done over a 60-day period of continuous cycles
of production. The original set up depended on only
traditional auto-mag style automation with no loT at all
and no prediction control. A comparative analysis was
performed between the baseline and the loT-enable
configuration to determine performance improvements
in each of the operating, productivity, and the energy
consumption metrics.

Key Performance Indicators (KPIs)

Fig. 1 presents the quantitative findings of the identified
KPIs. The Internet of Things-powered system saw a 23
percent drop in unintended downtime mostly thanks to
predictive maintenance scheduling and proactive fault
detection; a 15 percent boost in their throughput of
production that could be explained by real-time adaptive
control and process optimization; and a 21 percent
drop in specific energy consumption, caused by energy-
conscious scheduling and planning operations. Such
improvements in performance are highlighted in Figure
5 where a before and after chart is presented comparing
the KPI performance of the system with the baseline.

Table 1: Comparative KPI Performance Between Baseline
and loT-Enabled Industrial Automation Framework

loT-

Metric Baseline | Enabled | Improvement
Unplanned Downtime | 18.0 13.8 -23%
(hrs/month)

Production 120 138 +15%
Throughput (units/hr)

Energy Consumption | 5.2 4.1 -21%
(kWh/unit)

138
(+15%)

140 B Baseline

mmm oT-Enabled

L e —

100f o

BO [

KPI Value

B0 |
T .

20 O G

Unplanned Downtime
(hrs/month) (units/hr) (kWh/unit)

Production Throughput Energy Consumption

Fig. 5: Comparative KPI Performance Chart

Interest rates comparative KPI Performance: the
actual performance of proposed loT-enabled industrial
automation based framework after comparing evaluating

between baseline PLC automation and the proposed IoT-
enabled industrial automation framework, demonstrated
favorable changes in unplanned downtimes and
also changes in energy consumption and favorable
improvements in manufacturing production throughput.

The increase in other observed benefits is consistent with
the goals of Industry 4.0 to drive the minimization of
operational inefficiencies, make the process more agile,
and reduce energy costs. The decreased downtimes
show that the edge-based anomaly detection has
been effective to resolve unforeseen failures, and the
throughput increase proves real-time adaptive control as
an advantage in highly variable manufacturing settings.
The energy saving also portrays the probability of loT-
enabled automation in sustainable industrial operations.

DiscussION

The experimental results confirm the argument that
the combination of the loT-enabled architectures
and industrial automation significantly increases the
operational adaptability and intelligence. Namely, fault
detection latency could be achieved with edge-based
analytics at 0.5 s on the edge node components in a
dynamic manufacturing environment with significantly
lower time response than those in similar MQTTOPC-
UA-integrated systems,["® thus, allowing near real-time
corrective action. With the capability of predictive
maintenance developed by temporal modelling with
LSTM, the equipment lifetime was extended and
unplanned downtime was reduced by 23%, which
correlates with the increase in reliability observed in
previous Al-aided predictive control applications.!'
Moreover, the optimisation of the energy algorithms
lowered the consumption of the energy per unit by 21%,
which was consistent with the green agendas identified in
ISO 50001 energy management regulations and bettered
the conventional PLC-based control systems.['

One of the strongest benefits of the suggested framework
is its holistic combination of the sensing, communication
and analytics layers with the control, which eliminates the
problems of interoperability and latency that have been
mentioned in the cloud-centric frameworks discussed
previously [4]. Nevertheless, it is still difficult to scale
the system to multi-site industrial settings, especially
when it comes to data management, cybersecurity
hardening, and retraining models in different scenarios
of operation. Having shown quantitative improvements in
production throughput (+15%), operational sustainability
and responsiveness, the findings indicate that loT- based
predictive automation is a viable model of Industry
4.0 implementation, especially in high-precision, high-
uptime industries like CNC machining, semiconductor
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fabrication, and automotive manufacturing. (Figure 6:
Discussion Insights and Industrial Implication of IoT-
Enabled automation).

Benefits of
Edge-Based Antytics

Predictive
Maintenance Gains

o: { Unplanned
downtime

-23%

Fault detection
| latency

<500ms [ oT-Based

Automation

.. ; Enhanced
Energy Optimization| intelligence
Results & adaptability

°/°‘¢ Impact

l l Energy O CNC machining
consumption 2 Semiconductors
-21% —

Automotive

Industrial Sector

Fig. 6: Discussion Insights and Industrial Impact of
loT-Enabled Automation

The diagram will provide an overview of the advantages
of the industrial automation leveraging the loT concept
such as a fault latency persisting less than 500 ms, a
decrease in the number of unplanned factor downtimes
by 23 percent, energy consumption by 21 percent,
and applicability to the sphere of the CNC machining,
semiconductor, and automotive industry.

CONCLUSION AND FUTURE WORK

In this paper, the authors propose a multi-stage industrial
automation collaboration equipped with the IoT features
to achieve integration of real-time sensing, analytics at
the edge, predictive control to bring about operational
efficiency, reliability and sustainability of manufacturing
processes. The system under consideration registered
dramatic results compared to the baseline PLC-only
automation as they got up to a 23 percent decrease in
unplanned downtime, a 15 percent augmentin throughput
production and a 21 percent decrease in specific energy
consumption. All those advances are sickle-cell in the
family of industry-grade sensors, deterministic PLC
control, low-latency loT communication (MQTT and
OPC-UA) and optimized at-the-edge machine learning
inference.

The integrated architecture of the framework tackles
the most important Industry 4.0 issues, such as
interoperability among heterogeneous controllers or
fault execution in sub-second timescale and maintenance
scheduling, which are proactive, hence obviating the
risk of operations and complying with sustainability
requirements under the ISO 50001 standard. This practice
proves the architecture is ready to be wused in
industrial high-precision, high-uptime applications
like semiconductor fabrication and automotive
manufacturing potential because the architecture was
proven in a real-world CNC manufacturing line.
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In the future, it will be possible to identify three
directions of promising research:

1. Ultra-low-latency lloT enabled by 5G to enable
distributed control loops and fusion of high-
bandwidth sensors.

2. Federated learning between multi-factory
networks with the aim of collaborative (but
privacy-preserving) optimization of predictive
models.

3. Real-time integrated digital twin simulation,
testing of scenarios and closed optimisation.

Taken together, these developments are set to make an
even greater impact on further enhancing the scalability,
flexibility, and smartness of loT-enabled automation
and make it one of the key technologies that will be
used to transform into fully autonomous and resilient
manufacturing ecosystems in Industry 5.0 paradigms.
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