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The increasing predisposition towards energy consumption and the
environmental implications of convention building practices have
spotty in the need for innovative and environmental friendly solutions
in the building sector. As a reaction to this, the implementation of
Internet of Things (IoT) technologies in building management systems
has come up as a revolutionary success of optimizing energy usage,
bringing down the operational costs and claiming environmental
sustainability. IoT-enabled smart building utilizes state of art sensing
technologies, real time data collection and the complex data analytics to
monitor and control multiple energy consuming systems in residential,
commercial and industrial buildings. These smart systems can make
dynamic changes in heating, lighting, cooling, and other energy
consumption activities real-time on the occupancy patterns, weather
conditions and usage trends while connecting without hitches and
automating optimally. In so doing, [oT integration not only comes up
with efficient consumption of energy, but also contributes to cost saving
and greatly reduces the footprint on the environment through buildings.
However, in spite of these promising benefits, the mass deployment of
IoT in the building management is subject to a number of challenges.
These are, for example, problems with bidirectional communication
between various [oT devices, threats regarding the data privacy and
security and scalability of IoT solutions for large or more complex
buildings. This paper explores the potential applications from IoT to
energy management, examines the effectiveness of IoT on energy
conservation, and discusses technical and operational barriers to full
implementation of [oT with energy management. Additionally, it
presents strategies to overcome these challenges to make a successful
integration of IoT technologies. The study finds that with due
implementation, [oT enabled smart building can have enormous
potential to revolutionize energy management landscape, creating a
more sustainable and energy-efficient built environment.

1. INTRODUCTION

the real-time data collection & analysis. Such

The concerns on global consumption of energy and
its environmental implication have made the
aesthetics of sustainability and efficiency an
important goal for building firms. Traditionally,
building management systems are based on
manual or semi-automated (but are progressing
towards automated) controls, which are gradually
being replaced with more sophisticated and
intelligent solutions. One of the solutions is the
idea of smart building, which makes use of state-
of-art Internet of Things (IoTs) technologies to
maximize energy consumption and minimize the
operational  costs  while enhancing the
environmental sustainability. Smart buildings will
have a plethora of such IoT devices such as
sensors, actuators, and controllers for performing

technologies not only automate mundane tasks in
energy management, but they also set the basis for
enhanced decision making processes which can
considerably enhance the energy efficiency. By
integrating IoT systems into the infrastructures of
the building, energy consuming systems including
lighting, heating ventilation, air conditioning
(HVAC), and the power distribution system are
monitored and controlled 24/7 and while the need
is to minimize waste, they are optimally
functioning.

The increased role of the [oT in making traditional
building spaces sustainable and efficient in energy
is gaining traction at a fast rate. These systems
operate by collecting data from different building
elements — occupancy patterns, temperature,
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humidity, and energy consumption — and
injecting it into aggregated platforms where
complex algorithms can evaluate the data to
increase performance. This approach based on
data enables specialised predictive maintenance,
real time optimisation of energy systems, and the
qualityCheck of inefficiencies you achieve both
energy and cost savings. This paper discusses the
paradigm change of the current energy
management landscape in smart buildings with
IoT, the current applications, trends and the vast
potential of IoT technologies for promoting
sustainability among the built environment.
Moreover, the research explores the problems of
implementing such systems, such as
interoperability, scalability, and security issues, as
well as provides instructions on how to overcome
the boundaries. Finally, this study suggests a
promising future vision of IoT as a means of
making building operation more energy efficient,
and environmentally responsible.

2. LITERATURE REVIEW
2.1 IoT Applications in Residential Energy

Management
The infusion of Internet of Things (IoT)
technologies into residential buildings has

demonstrated enormous potential with regards to
efficient utilization of energy and sustainability.
[oT based smart meters, sensors and home
automation enable real time monitoring and
control of energy usage giving homeowners their
specific energy usage. Smith et al. (2020) in a
research showed that residential buildings fitted
with IoT enabled energy monitoring systems
recorded up to 30% electricity savings while it was
used. These assisted systems can make changes to
illumination, heating and cooling to suit
occupancy, time of the day and the weather
conditions in ensuring that energy is conserved
without compromising on comfort. In addition, IoT
systems support predictive maintenance by
identifying inefficiencies in appliances or systems
before they result in large waste of energy, and
thus, deliver economic and environmentally
oriented advantages to homeowners.

2.2 10T Integration in Commercial Buildings for
Energy Optimization

In commercial complexes, IoT technologies are
changing energy management practices by
introducing dynamic energy management whereby
control of energy-consumers can be optimized on
real-time bases. Lee et al,, (2019) examined IoT-
based energy management system solutions in
commercial buildings which included a reduction
in HAVC energy usage. Using real-time occupancy
information (obtained through IoT sensors),
commercial buildings could modulate their

environmental (including temperature and
lighting) conditions according to the actual
requirement, without the need to stick to a fixed
schedule. Not only is this optimal comfort for
householders but also energy savings are
minimized. In addition IoT integration supports a
centralized control of the energy systems with
facility managers having a real-time access to track
performance, identify inefficiencies and take
corrective actions. The outcome is considerable
energy savings and a more sustainable
management of building.

2.3 Renewable Energy Integration in Smart
Buildings

The integration of 10T technologies and renewable
energy sources has become a key area of interest
in sustainable administration of energy in
buildings. Patel and Gupta (2021) emphasized the
IoT role in consolidating renewable sources of
energy: solar power to the energy management
systems of the smart buildings. By combining solar
energy generation with loT-based energy storage
systems, buildings can make the most of
Renewable energy and minimize the use of grid
based electricity that originate mostly from non
renewable sources. loT-enabled systems can
control the distribution and storage of renewable
energy in real time and make sure that the excess
energy is stored in an effective way, and used as
needed. Not only does it improve energy
independence of buildings but also helps to reduce
carbon emissions, a global environmental
imperative.

2.4 Energy Efficiency and Cost Savings
ThroughloT

The wuse of IoT technologies in building
management systems has demonstrated a strong
ability to enhance energy efficiency while reducing
operating costs. IoT sensors make it possible to use
real time data analytics that give a detailed picture
of energy consumption in a building, which can be
used to enable continuous optimization of energy
usage. Many examples have shown that there is
considerable potential for energy saving in view of
IoT integration. For example, in the case of smart
thermostats, energy-efficient lighting systems,
HVAC automated controls have all proofed to be
able to save energy by making settings
adjustments dependent on occupancy and
environmental real time data. Apart from cutting
energy bills, these systems are also able to increase
the life of equipment in the buildings via predictive
maintenance thus reducing wear and tear. In
general, the incorporation of IoT results, not only
in direct cost savings, but in more sustainable and
efficient building environment.
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Table 1. [oT Applications and Their Proposed Advantages in Energy Management

IoT Application Study Proposed Advantages
IoT Applications in | Smith et al. |- Up to 30% reduction in electricity
Residential Energy | (2020) consumption
Management - Real-time monitoring and control of energy
consumption
- Predictive maintenance to prevent energy
waste
- Enhanced comfort without sacrificing
efficiency
IoT Integration in | Lee et al. | - Dynamic optimization of energy-consuming
Commercial Buildings | (2019) systems based on real-time  data
for Energy Optimization - Reduction in HVAC energy usage
- Centralized control for efficient building
management
- Real-time identification and correction of
inefficiencies
Renewable Energy | Patel and | - Maximization of renewable energy use (e.g.,
Integration in Smart | Gupta (2021) solar power)
Buildings - Reduced reliance on non-renewable grid-
based electricity
- Real-time energy distribution and storage
management
- Contribution to carbon footprint reduction
Energy Efficiency and | Various case | - Significant energy savings through real-time
Cost Savings Through | studies analytics
IoT - Reduced energy bills
- Extended lifespan of building equipment
through predictive maintenance
- Improved energy efficiency and
sustainability

3. METHODOLOGY

3.1 Data Collection and Sensor Integration

The procedure for integrating IoT enabled building
based energy management system in smart
building starts with strategic placement of various
smart sensors covering all areas of the building to
emanate real-time feedback about energy
utilization. Among these sensors are smart meters,
occupancy sensors, T-gun sensors, temperature
and humidity sensors, and light sensors that are all
meant to monitor specific energy consuming
components including the lighting, heating,
ventilation, air conditioning (HVAC) and other
items of electrical equipment. For instance,
occupancy sensors can determine whether or not
people are in an area and an in-room system can

automatically adjust lighting and HVAC
conditioning accordingly. Quite analogously,
temperature and humidity sensors can also

provide the system with critical information
regarding environmental state meaning that the
system will be able to adjust heating and cooling in
real time ensuring optimal comfort levels and thus
energy savings. By placing such sensors
strategically in high traffic areas including rooms,
hallways and HVAC ducts and areas of high usage
of appliances (e.g. kitchens, offices), the system can
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migrate a holistic and detailed understanding of
energy consumption across the building. This exact
data gathering result guarantees that all the
energy-consuming systems are continually
monitored, and their usage patterns, peak demand
time, and likely inefficiency are brought out
clearly.

The gathered data is wirelessly sent to the central
IoT platform using such modern communication
technologies as Wi-Fi, Zigbee or LoRaWAN. These
communication protocols are selected for their
reliability, affordable power consumption and
capability of transmitting long range data in large
buildings. By the capacity to transmit real-time
information continuously, these sensors allow the
system to react in time to any detected
inefficiencies or abnormal energy utilization. For
example, if a room is unused but the lights or HVAC
are active, the system, can then turn off the lights
or cool or warm the room, thereby minimizing,
unnecessary energy wastage. The real-time data
transfer is important in terms of timely decision
making in the energy management field and help
avoiding unnecessary energy consumption before
it becomes a real problem. Furthermore, this
constant flow of data is the basis upon which more
sophisticated levels of this energy optimization
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process - predictive analytics and automation of
control systems - are based, and therefore energy
use is maximized in accordance with building
occupancy and environmental conditions. Real
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Sensor
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Humidity

time loop between sensors and the central system
allows continuous modifications thus promoting
efficient and sustainable use of energy across the

building.
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Figure 1. Data Collection and Sensor Integration in an loT-Based Energy Management System

3.2 Data Processing and Machine Learning
Algorithms

After all the data has been collected from the
different IoT sensors in the building the next most
critical step is the process of collecting and
analyzing this data in order to obtain valuable
information about the energy use patterns of the
building and also to project future energy
consumption trend. The data obtained from the
sensors is usually huge, unstructured, and could be
noisy or hold no bearings which could distort
analysis. Hence, in the process, the first step is data
cleaning and preprocessing. It encompasses
removing erroneous reading, missing data, and
normalizing values, so that values comply with
each other regardless of what sort of sensors or
formats of data used. After purification of the data

Energy Optimization
Predictive Analytics
Neural Networks
Clustering |
Regression Analysis

Data Cleaning |

is complete, then the data is ready to dive deeper
by applying machine learning (ML) algorithms.
Different techniques such as regression analysis,
clustering, and neural network are used on this
preprocessed data to determine hidden patterns,
trends and potential anomalies in energy
consumption. For example, the regression model
can be applied to determine energy consumption
based on the history of consumption, or clustering
can be applied to cluster usage patterns that are
similar from one room to another or from one zone
of the building to the other. Furthermore, neural
networks may be used to model complex
relationships in the data enabling the system to
pick out subtle trends that the traditional approach
would fail to pick up.

4

6 8 10

Importance / Application Frequency

Figure 2. Data Processing and Machine Learning Algorithms in [oT-Based Energy Management
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These machine learning models have greater
utility in predictive analytics as they can predict
the future footprints of energy through current
and historical data. For instance, data for
occupancy from sensors can be used to estimate
when a room may most certainly be not occupied
and, based on this estimate, the system can
automatically decrease heating, cooling or lighting
in that room. In a different case, machine learning
models can learn to identify energy inefficiencies
(when an appliance is using more energy than
necessary, when an HVAC is running for a longer
period than necessary, due to a faulty set up or
mistreatement).  Utilizing  these predictive

capabilities, the building management system can
make real time, data driven decisions that optimize
energy usage, which automatically sets systems
such as lighting, temperature, and appliance
operation to make sure energy is used optimally
and waste minimized. This ongoing optimization
not only allows building owners to save generously
on costs but also is toward the general aims set
under sustainability as regards the reduction of
unneeded energy consumption. In addition, the
system is able to continually improve its accuracy
as it receives more data to put into the model
making it more capable of prediction and
adaptation to change in energy needs.
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Figure 3. Flowchart of Data Processing and Machine Learning Algorithms for Energy Optimization in
Smart Buildings

3.3 Automation and Control
Consuming Systems

The next critical element of a system based on IoT
for the management of energy is the automation
and control of energy-consuming equipment,
which is carried out with the help of [oT actuators.
Such actuators include smart thermostats,
automated lighting systems, and energy hungry
equipment which act based on real-time data
derived from sensors and machine learned
analytics. For example, smart thermostats find out
how many people are in the premises and
environmental settings to turn on cooling and heat
in different sections of the building automatically.
When a room is left empty, the system is in a
position to conserve energy by suppressing
heating or cooling. Likewise, the system can
modify itself to changes in the weather by
responding to the output of the HVAC system in

of Energy-
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order to create ideal comfort without
overspending. This capability enables the building
to conserve energy only when resources are
actually required. Constant, dynamic control over
energy consuming devices makes sure that there is
maximum efficiency of all systems in the building,
thus minimising the total energy requirements and
waste.

In addition smart lighting systems are
instrumental to this process by modulating the
level of lighting according to the room occupancy
and ambient light conditions. For instance, lights
can turn off automatically if a room is unoccupied,
or if the level of brightness can be varied
depending of the amount of natural light coming
through the windows. This decreases excess
consumption of electricity and minimizes energy
consumption of the lighting system. In addition,
energy efficient appliances such as smart
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refrigerators and washing machines can be set to
work at off peak hours; when electrical demand is
off peak thus making the use of energy more
optimized. The integration of these automated
systems with [oT technology improves not only
energy use but also increases convenience and
comfort of building occupants. For instance, you
can easily adjust lighting, temperature and other
aspects of the environment to your liking or

according to some usage patterns from a room
without actually moving from the room yourself.
Such a high degree of automation also guarantees a
more sustainable and more efficient living working
environment for occupants, at the same time. In
the end, the synergy between automation and
Internet of Things (IoT) technology guarantees the
optimal use of energy as waste is reduced and the
building’s sustainability goals realized.

"
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Real-Time Data
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I Appliances
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Figure 4. Automation and Control of Energy-Consuming Systems in [oT-Based Energy Management

3.4 Energy Performance Evaluation and
Metrics

In order to measure success and effectiveness of
IoT-enabled Energy Management System the
performance metrics of energy savings and cost
savings and environmental effects have to be
observed and analyzed very closely. The least
complicated yet very important key performance
indicator (KPI) is the reduction in consumption of
energy. This is accomplished by comparing the
energy used before and after IoT system
implementation. The data related to the energy
used collated with help of smart meters & sensors
is able to show the building managers how much
energy is saved because of automation, predictive
changes & optimal energy use. By giving
quantifiable insight about the reduction in
electricity usage, building owners will understand
the effectiveness of the IoT system in leading to the
energy efficiency. Furthermore, another important
KP]I, Cost savings are calculated through analysis of
the percent reduction in electricity bills and
operational costs. Optimized energy management

19

can meaningfully bring down energy bills due to
the system unrealizing wasteful consumption,
minimizes the need for manual intervention and
reduces energy usage in high hours. These savings
may well be significant and so the cost of the IoT
systems represent a worthwhile investment in the
long term.

The other important metric is environmental
impact, which is normally indicated in carbon
footprint reduction of a building. Because energy
consumption has a direct relationship with
greenhouse gas emissions, the consumption of
energy will reduce emissions. Such environmental
uplift can be measured by determining the
decrease in CO2 emissions caused by lessened
energy consumption, especially if the building does
get its grid power from fossil fuel sources. Besides,
to determine how the system is performing over
time, regular energy audits are important. These
audits compare historical values of energy with
consumption figures and determine whether
expected energy efficiency improvements are
being achieved. By performing such audits from

National Journal of Electrical Electronics and Automation Technologies | Jan - Mar 2025
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time to time building managers can monitor the
long term effect that the [oT system has on the
energy usage, determine any inefficiencies or
deviations from ideal performance and also
eliminate trajectory deviations accordingly. Over
the long term the monitoring makes sure the
system is effective, responsive to changing

100

80

60

Percentage (%)

40t

201

conditions, and delivers energy savings and
benefits to the environment in the longer term.
Continuous improvement process is essential for
monitoring the sustainability goals of the building,
and proving that the IoT system operates at its
best potential.

Energy Consumption (%)
Cost Savings (%)
€02 Reduction (%)

Before loT

After loT Implementation

Time Period

Figure 5. Energy Performance Evaluation and Metrics for [oT-Enabled Energy Management

Table 2. Performance Metrics and Evaluation of IoT-Enabled Energy Mana

ement Systems

Performance Description Evaluation Process Impact

Metric

Energy Reduction in energy use | Compare energy consumption | Provides insights into

Consumption due to IoT system | before and after system | the effectiveness of

Reduction implementation. implementation. the IoT system in

reducing energy
waste.

Cost Savings Reduction in electricity | Analyze reductions in | Financial benefit from
bills and operational costs | electricity bills and | optimized energy
resulting from optimized | operational expenses. management.
energy management.

Environmental Reduction in  carbon | Quantify Co2 emission | Supports

Impact footprint due to reduced | reduction based on decreased | sustainability goals by
energy consumption. energy usage, especially if the | lowering greenhouse

building uses grid power from | gas emissions.
fossil fuels.

Energy Audits Regular audits to track the | Periodically compare | Helps ensure
system's long-term | historical energy data with | continuous system
performance and identify | current consumption figures | effectiveness and
inefficiencies. to assess improvements in | identifies areas for

efficiency. optimization.

3.5 Security and Privacy Considerations

The security and privacy of collected and sent data
in smart building systems through IoT devices is of
utmost significant when designing them. The
Internet of Things (IoT) devices such as sensors

and actuators collect high volumes of sensitive
information associated with the way buildings
operate and how occupants behave such as
number of people in the room, consumption of
power in different modes and the conditions of the
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environment. This data is not only useful for
tuning energy consumption but also personal data
that may be used if accessed by extraneous
entities. Thus, measures to protect this data from
breaches and breaches’ thieves are essential.
Encryption is one of the most basic methods of
protecting data when it is transmitted. By doing so
the system protects messages so that any
interception will not reveal the information within
it. Some of the most widely used advanced
encryption algorithms, for example, AES,
(Advanced Encryption Standard) are for use in
securing sensitive data during transit over the IoT
network. In addition, there is secure
communication protocol, such as Transport Layer
Security (TLS), used for ensuring integrity and
confidentiality of data exchange from IoT devices
to the central platform. These protocols do
encryption of data at every layer of communication
meaning that any data will remain safe from the
device level going to the central server.

Apart from encryption and secure communication,
robust access mechanism is imperative to prevent
mischiefs access to sensitive information. System
settings should only be viewable or changeable

from authorized personnel who can be controlled
through authentication processes, role based
access controls (RBAC) and Multi factor
authentication (MFA). Such measures guarantee
that only those with the appropriate credentials
will be in a position to interact with the system at
crucial levels including changing energy settings or
viewing a data report. Privacy concerns are also
overcome by anonymizing where possible,
removing PII to ensure that occupant behaviour
and personal preference can not be revealed
without consent. An important part of data
security in smart buildings is also compliance with
provisions regulating data protection, including
the General Data Protection Regulation (GDPR).
These regulations control the way that personal
data is collected, stored and processed, provide
that the system is able to follow very strict rules on
data privacy. Integrating these strong security and
privacy measures, loT-enabled smart building
systems can establish trust among area occupants
and stakeholders, while allowing the systems to be
installed in a safe, ethical, and legally appropriate
manner while avoiding the risks which accompany
potential data breaches or unauthorised use.

Table 3. Security and Privacy Measures for IoT-Enabled Smart Building Systems

Security Measure Technique Purpose/Benefit

Encryption AES (Advanced Encryption | Protects data in transit, ensuring it remains
Standard) unreadable even if intercepted.

Secure Transport Layer Security (TLS) | Maintains the integrity and confidentiality of

Communication data exchanges between loT devices and the

Protocols central platform.

Access Control Role-based Access

Control

Restricts unauthorized access to system

(RBACQ), Multi-Factor | settings, ensuring only authorized personnel
Authentication (MFA) can modify data or settings.
Data Anonymization | Removal of Personally | Protects occupant behavior and personal
Identifiable Information (PII) preferences, ensuring privacy and consent in
data use.
Compliance with | General Data Protection | Ensures the system adheres to legal standards
Regulations Regulation (GDPR) for data collection, storage, and processing.

4. RESULTS AND DISCUSSION

The introduction of loT-based systems in smart
buildings has also revealed great benefits, both in
terms of energy savings and cost reductions and
environmental impacts. Early simulations have
indicated that these systems could result in
substantial reductions in energy use (up to 25% in
some cases) ... This is mainly because of integrated
predictive algorithms that examine occupancy
patterns and weather forecast. By launching in
advance of certain building areas being occupied,
or when the outside environment can support
reduced heating or cooling requirements, such
systems can respond preemptively by regulating

energy-consuming devices (e.g, HVAC and
lighting) in order to maximize their usage. This

proactive approach minimises manual
interventions and means that energy is used only
when required. The ongoing, real-time

adjustments implemented by IoT enabled systems
play a huge role in the efficient management of
energy, minimizing waste and making energy use
much more responsive to actual demand. The
outcome is a more sustainable built environment
not only in energy conservation but also into the
provision of more comfortable and convenient
environment for occupants.
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Figure 6. Impact of [oT-Enabled Systems in Smart Buildings

Table 4. Benefits, Challenges, and Key Findings of IoT-Enabled Systems in Smart Buildings

Aspect Description Impact

Energy Savings Reduction in energy consumption due to | Up to 25% reduction in energy
predictive algorithms that adjust HVAC and | usage, improved energy
lighting systems based on occupancy and | efficiency, and reduced waste.
weather forecasts.

Cost Reductions Automation of HVAC, lighting, and other | 15% reduction in operational
energy-consuming systems, minimizing | costs, significant financial
operational inefficiencies and reducing the | savings.
need for manual intervention.

Environmental Integration of renewable energy sources, such | Reduced carbon footprint,

Impact as solar power, combined with real-time | contributing to sustainability
energy management, reducing reliance on | goals and environmental benefits.
grid-based energy sources.

System Challenges related to the integration of | Difficulty in achieving a seamless

Interoperability different IoT devices and platforms due to | integration of devices, hindering
proprietary communication protocols. full system potential.

Data Privacy and | Concerns around the vast amount of personal | Need for robust security

Security data collected and transmitted by IoT devices. | measures to protect sensitive

data, including encryption and
access control.

Scalability IoT systems may face difficulties managing | Limited scalability in current
energy across large-scale buildings or urban | systems, requiring technological
environments, requiring advancements in | improvements for  broader
system adaptability. adoption.

Besides energy savings, the implementation of IoT
in the building management systems greatly
reduces expenditures. Through the automation of
the management of HVAC, lighting and other
energy consuming system, operational
inefficiencies are minimized thus; significant
financial savings are realized. Research carried out
in a commercial office building found 15%
decrease in operational costs, which was mainly
attributed to an efficient energy management
system that was offered through IoT systems.
Additionally, the environmental footprint of IoT-
enabled smart buildings is considerable since
these systems support sustainability targets by

lower carbon footprint. The capacity to integrate
renewable energy sources like solar panel with
real time energy management makes buildings
more independent of the traditional grid and
therefore also less environmental impact.
Nevertheless, implementing such systems is a
challenge of its own. The primary barrier in
question is the interoperability of various IoT
devices and platforms because the many devices
utilize proprietary communication protocols,
making it difficult to blend them into one
interconnected system. Moreover, privacy and
security issues with respect to the massive volume
of data captured by loT devices must, therefore, be
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resolved in order to safeguard users’ private
information. Last, scalability is another issue - at
present the existing 10T systems may find it
difficult to manage the energy use very effectively
in large-scale buildings or towns/cities, thus
additional advancements are needed in order to
make these systems more adaptable and efficient
at the larger scale.

5. CONCLUSION

Finally, this paper has analyzed the revolutionary
potential of IoT-enabled smart buildings in
transforming energy management through better
energy efficiency, sustainability and cost savings.
By implementing integration of IoT sensors, real-
time data analytics and automation technologies,
there is a potent solution to making the best of
employing energy in buildings, where the
occupancy and environmental condition in their
turn present the trigger for making dynamic
changes. By constant monitoring and adjustment
of energy consuming systems from HVAC to
lighting such systems maintain that energy
expended is utilized efficiently thereby minimizing
waste and improving the comfort and convenience
of the occupants of the building. Also, the power of
integrating renewable energy sources such as solar
into smart energy management systems reduces
the use of grid electricity considerably and this
supports sustainability targets in terms of carbon
footprint at building levels. However, issues still
persist with regards to system integration, data
security and scalability. Despite the ability to
integrate different IoT devices together, each with
its own set of communication protocols,
interoperability remains a major challenge making
the efficient installation of seamless, unified
energy controls, quite complex. Moreover, the
enormous data that is produced via the utilisation
of 10T systems, poses the issue of privacy security
which requires solutions to secure personal data.
Scalability is also another problem because
existing systems might find it challenging to
control energy on a large scale or in urban settings.
Although finding solutions and developing fully-
service 10T solutions still present challenges, the
future of IoT in smart buildings actually looks
bright as continuous innovations behind IoT
technologies keep enhancing their functionality
and efficiency. It becomes important in the
advancement and improvement of these systems
so as to overcome current limitations and the
potential contribution of the IoT-enabled smart
buildings to the global moves aimed at reducing
the energy usage, reducing effects on the
environment, and practicing sustainable building
practices.
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