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AbstrAct 
Recently, Internet of Things (IoT) technologies are wreaking havoc with the 
healthcare industry, and it’s not going back. This digital evolution is changing 
the way medical professionals treat, monitor, and take care of decisions. The 
work at the heart of this change centres on IoT enabled smart healthcare 
systems that greatly increase remote patient monitoring and diagnostic 
capabilities. With this in mind we’ll unravel how connected devices and 
data based approaches are shifting the face of patient care, enhancing 
clinical results, and enhancing efficiency in overall medical conditions. IoT 
is enabling new frontiers in personalized medicine and proactive health 
management — from wearable health trackers to complicated implantable 
sensors. In this comprehensive guide, we’ll cover the different dimensions of 
IoT in healthcare, how it’s used in remote patient monitoring, what it brings 
to patients and providers, and what the challenges are around implementing 
these very advanced technological tools. In addition, we will also take a look 
at some real world case studies and emerging trends of smart healthcare 
system.
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the evolution of heAlthcAre: from 
reActive to ProActive
Until now healthcare is primarily reactive, treating 
symptoms once they arise. This paradigm is shifting, 
however, with the integration of IoT techniques 
moving this paradigm towards a more proactive and 
preventative model. The actual deliveryd of health 
care is evolving into this new paradigm state. As IoT 
driven ddevices become an ever growing commodity, 
they are now able to continuously monitor vital signs, 
activity level and environmental factors that can lead 
to a patient’s poor health. The constant stream of 
data gives healthcare providers the ability to detect 
potential problems earlier, before they become 
serious, so they can start treatment in a less damaging 
way. Furthermore, the IoT in healthcare is proactive, 
in that it not only monitors, but can also react and 
support patients in an active way. These smart 
systems are capable of analyzing trends, forecasting 

for likelihood of health risk, and even providing 
patients suggestions toward life style changes. For 
example, a smart watch might monitor your heart rate 
and alert you, for instance, if you have an irregular 
heart rhythm and should see a doctor so you don’t 
have a major cardiac event. Not only is this shift 
toward proactive care improving patient outcomes, 
but it’s also reducing a pressure on healthcare systems 
everywhere. IoT enabled healthcare has helped save 
resources, such that hospitals and emergency rooms 
can be more ware wised, resulting in savings in the long 
run, and preventing hospitalizations and emergency 
room visits. It’s also empowering patients to become 
more involved in their own health management. Real 
time health data and personalized insights provide 
individuals opportunities to make informed decisions 
on how to live their life, how to eat and how to 
exercise and create a culture of health consciousness 
and self care.[1-7]
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understAnding iot in heAlthcAre: A 
technologicAl overview
IoT in healthcare is at its core a network of 
interconnected devices that collects, travels, and 
analyzes health related data. From consumer-grade 
wearables intended for personal use by paying 
customers, to sophisticated medical equipment, these 
devices all come together to provide a complete picture 
of the biochemical state of a patient (Figure 1).

The technological infrastructure of IoT in healthcare 
typically consists of several key components:

1. Sensors and Devices: These are physical 
components that directly interact with patient or 
patient’s environment. Wearable fitness trackers, 
smart pills, implantable sensors, and even smart 
hospital beds are all included in this.

2. Connectivity: These devices use various 
communication protocols (such as Bluetooth, Wi-
Fi or cellular networks) to securely transmit data 
to central system or cloud platform.

3. Data Storage and Processing: The huge amounts 
of data coming out of IoT tools are stored and 
processed in the cloud or via edge computing 
solutions.

4. Analytics and AI: The data for consideration is 
collected, and advanced algorithms and machine 
learning models take these, to produce meaningful 
insights and predictions.

5. User Interfaces: Patients and healthcare 
providers interact with the data, via mobile apps, 
web portals and dashboards receive alerts, or 
recommendations.

Such a technological ecosystem facilitates the 
free flow of information between a patient and the 

healthcare provider and, in turn, between a patient 
and a health provider, thus forming a closed loop 
system of care. There, for instance, is a diabetic 
patient who places a continuous glucose monitor, the 
monitoring device that transmits the current blood 
sugar levels in real time to his or her smartphone. An AI 
algorithm then analyzes the data, and can even alert 
the patient or their doctor if levels are concerning 
and even suggest insulin dosage changes. The power 
of IoT in healthcare comes in its ability to capture a 
whole patient picture over time, rather than being 
limited to a point in time. Since healthcare providers 
aggregate data from multiple sources, they’re able to 
gain insights which would not otherwise be possible in 
traditional episodic care models.[8-11]

remote PAtient monitoring: iot 
heAlthcAre enAbled through its 
cornerstone
Remote Patient Monitoring (RPM) is definitely the 
highlight of IoT healthcare. By utilising this technology, 
healthcare providers can monitor patients’ vital signs 
and health and status from a distance and patients are 
not required to be in the care of a healthcare provider 
during the process. RPM systems usually consist of a 
set of connected devices that patients use in order 
to measure different health parameters. These might 
include:

• Blood pressure cuffs
• Pulse oximeters
• Weight scales
• Glucose meters
• ECG monitors
• Activity trackers

Fig. 1: Understanding IoT in Healthcare: A Technological Overview
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They send the data automatically to a central 
system, to be viewed by healthcare professionals. The 
benefits of RPM are multifaceted:

Continuous Monitoring: The difference from 
traditional models is that patients aren’t only 
monitored when they’re visiting the hospital but 
rather a continuous stream of health data provides a 
broader scope of care.

Early Detection: RPM systems watch vital signs 
constantly, and can detect small changes that could 
signal the beginning of a health problem so action can 
be taken earlier.

Reduced Hospital Visits: RPM can save patients and 
healthcare providers alike time and resources for 
frequent in-person check-ups and supplement or 
completely replace care by the healthcare provider 
for those with chronic conditions.

Improved Patient Engagement: Having your own 
health data at hand encourages patients to be more 
active and act on their health.

Enhanced Care for Rural Populations: RPM can close 
the gap in healthcare access for patients in distant 
and sparsely healthcare populated places.

Managing chronic diseases is one of the most 
promising applications of RPM. RPM can give those 
with conditions like diabetes, heart disease, or COPD 
the continuous monitoring they need to know how 
to properly manage their condition, with the least 
amount of interference with your daily life.[12-14]

weArAble heAlth devices: heAlthcAre 
mAde to fit in your wrist
Wearable health devices have come a long way beyond 
the simple step counters, from being a comprehensive 
health monitoring tool. At the consumer facing end of 
the IoT healthcare spectrum, these are the devices: 
smartwatches or fitness bands.• Heart rate and heart 
rate variability• Calories or physical activity and their 
expenditure.• Especially important in elderly users for 
fall detection

Wearable health devices have become increasingly 
sophisticated, evolving from simple step counters 
to comprehensive health monitoring tools. These 
devices, often in the form of smartwatches or fitness 
bands, are at the forefront of consumer-facing IoT 
healthcare technology.

Modern wearables can track a wide range of health 
metrics, including:

• Heart rate and heart rate variability
• Blood oxygen levels
• Sleep patterns
• Stress levels
• Physical activity and calorie expenditure
• Menstrual cycles
• Fall detection (particularly important for el-

derly users)

These devices collect the data and it can give you 
information of overall health and wellness. Change 
for example can be seen is resting heart rate or sleep 
patterns that indicate underlying health conditions 
before other symptoms occur. In fact, many wearables 
now feature a slew of extra features beyond just 
tracking. Atrial fibrillation, a potentially serious heart 
rhythm abnormality, can be detected by some devices. 
As with reading others’ electrocardiogram (ECG) 
readings, once a feature only available in clinical 
settings, now others can measure.

Wearable integration with smartphone apps and 
cloud platforms make the synchronization and analysis 
of data seamless. This allows users to monitor their 
health trend through the time period and if necessary 
sharing of data with the healthcare providers. 
Wearables are also a big part of clinical research in the 
health space. Researchers are getting unprecedented 
insights into population health trends and the early 
indicators of many diseases through large studies of 
human data gathered through thousands of wearable 
users. These devices are up to evolve to even more 
advanced capabilities in the future, like non invasive 
glucose monitoring and continuous blood pressure 
measurement keeping consumer gadgets and medical 
devices increasingly separated.

iot in medicAl imPlAnts: internAl 
heAlth monitoring: the frontier
Although wearable devices have made significant 
news, medical implants are also making great progress 
along IoT lines. Here, these so-called internal IoT 
devices are state of the art in healthcare because they 
are bringing unprecedented levels of continuous, real 
time health monitoring from within the body.

Medical implants can be enabled to measure many 
kinds of physiological parameters, and in the case of 
necessary therapeutic intervention they can deliver it. 
Some examples include:

1. Cardiac Implants: Today devices like implantable 
cardioverter defibrillators (ICDs) and pacemakers 
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can send data about the heart rhythm and device 
function to healthcare providers for remote 
monitoring and often for adjustment.

2. Neurostimulators: Remote programming and 
monitoring with these devices is used to treat 
conditions such as chronic pain or Parkinson’s 
disease.

3. Continuous Glucose Monitors: Real time glucose 
readings for diabetic patients, even paired with 
an insulin pump, can be achieved by implantable 
sensors.

4. Smart Orthopedic Implants: They can also 
measure pressure, temperature and pH around 
joint replacements, to give early warning signs of 
possible infection or implant loosening.

The integration of IoT capabilities into medical 
implants offers several significant advantages:

• Continuous Monitoring: It’s implant, which 
gives a constant flow of data, and a more ho-
listic picture of a patient’s health status than 
check ups.

• Personalized Treatment: These devices’ data 
provide highly personal treatment plans that 
are continually reworked in real time specific 
to the patient’s current status.

• Early Detection: Average subtle changes in 
physiological parameters can be detected ear-
ly, thereby avoiding large health events.

• Remote Adjustments: Remotely tuned many 
implants may allow for reduction of the need 
for invasive procedures to optimize treat-
ment.

• Enhanced Patient Safety: The alerts can send 
healthcare providers automated alerts about 
critical changes for faster response than would 
otherwise be possible.

Going forward, IoT technology will continue to 
develop and, in turn, bring us much more sophisticated 
implantable devices. For example, future 
developments might involve biodegradable sensors for 
a limited period of temporary monitoring, or devices 
to detect molecular markers of disease and then 
respond accordingly. Part of that is good, it’s important 
to point out that IoT enabled implants come with 
their own considerations regarding security of data, 
privacy, and the capacity to hack. This development of 
these devices will require robust safeguards to protect 
patient safety and confidentiality.[15-18]

why ArtificiAl intelligence PlAys A 
role in iot heAlthcAre systems
The brain of an IoT enabled healthcare system is its 
Artificial Intelligence (AI) which, when fed raw data, 
turns it into actionable insights. IoT and AI symbiosis 
is leading to new paradigm in healthcare by enabling 
analysis of huge amounts of data currently not possible 
for clinical decision making or enhancing patient 
outcomes.

AI’s role in IoT healthcare systems is 
multifaceted:
1. Data Analysis: IoT devices generate tremendous 

amounts of data and AI algorithms can process and 
analyze the data to find patterns or trends that we 
don’t see.

2. Predictive Analytics: AI can use historical and real 
time data to predict potential health issues before 
they become serious and proactive interventions 
can occur.

3. Personalized Treatment Plans: Having some 
knowledge of a patient’s individual health profile 
(genetics, lifestyle, environmental influences), 
technology can help customize treatment plans.

4. Automated Alerts: Healthcare providers can be 
alerted by alerting generated by AI systems to a 
potential problem if the patient’s data suggests 
there may be a problem, allowing for timely 
interventions.

5. Drug Discovery and Development: Using data 
coming from IoT devices, AI can reveal new drug 
and biomarker targets or observe how treatments 
perform in real world settings.

6. Resource Optimization: AI can be useful in helping 
to optimise resource allocation by harnessing 
data from real time data from IoT devices, in 
hospital settings, to continually boost operational 
efficiency (Figure 2).

Management of chronic diseases is one of the 
most promising application of AI in IoT healthcare. For 
example, in diabetes care, AI algorithms can use data 
from continuous glucose monitors, insulin pumps, and 
more to guide personalized insulin dosing and lifestyle 
changes. Along with this, AI is being used to increase 
the accuracy of diagnostic tools too. With data 
generated from multiple IoT devices and compared 
with enormous medical databases, the AI system 
can aid health care personnel make more accurate 
diagnoses and better treatment regime decisions.  
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In addition, chatbots and virtual assistants powered 
by artificial intelligence are increasingly smart enough 
to understand information obtained from IoT devices, 
and to give patients health advice and reminders 
personalised to them..

As AI gets more sophisticated, IoT healthcare is 
going to go to another level of advance applications. 
For example, future developments could be AI systems 
that can operate autonomously to manage parts of 
patient care or perform disease outbreaks predictive 
and prevention by analyzing data from thousands of 
IoT devices spread across a population.

IoT Healthcare Data Security and Privacy
IoT enabled healthcare systems are seen as great leap 
forward, but also present huge potential for data 
security breach and a patient’s privacy. The amount of 
health data combined with the number of connected 
devices gives us an elaborate landscape of possible 
vulnerabilities for health data.[19-20]

Key security And PrivAcy chAllenges in 
iot heAlthcAre include:
1. Data Breaches: Because IoT devices are collecting 

large volumes of sensitive health data they attract 
cybercriminals. A leak may disclose personal or 
medical information about patients.

2. Device Vulnerabilities: It’s not just that IoT 
devices may link to the Internet of Things, they can 
be hacked—and hacked in ways that compromise 
device functionality or data.

3. Data Transmission Security: Data security while 
it’s being transmitted from devices to central 
systems or cloud platforms is paramount to ensure.

4. Privacy Concerns: IoT devices allow for continuous 
monitoring that leads to questions of patient 
privacy and the likelihood that data can be used 
in ways patients haven’t consented to.

5. Regulatory Compliance: In the United States, the 
healthcare organization must make sure that their 
IoT systems comply with the regulation HIPAA; or 
in Europe, GDPR.

To address these challenges, healthcare 
organizations and device manufacturers are 
implementing various security measures:

• End-to-End Encryption: Protecting data in 
transit, as well as in its at rest state.

• Strong Authentication: Multi-factor authen-
tication on the way to IoT devices, IoT data.

• Regular Security Audits: Performing thor-
ough, regular security assessments of IoT sys-
tems.

• Secure Software Updates: Making sure 
that IoT devices can be updated securely 

Fig. 2: Artificial Intelligence plays a Role in IoT Healthcare Systems
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to maintain up to date with newly detected 
vulnerabilities.

• Privacy by Design: Addressing privacy in IoT 
device and system design process.

• Patient Control: Providing patients with gran-
ular control over the data collection, usage, 
and sharing of their data.

The security and the privacy in IoT healthcare 
can also be improved through blockchain technology. 
Block chain could serve as a decentralized and tamper 
resistant record of data transactions and would 
thus provide a method of assuring the integrity and 
traceability of health data. But as IoT woven into 
healthcare grows, these security and privacy issues 
will only become more critical to gaining patient 
trust and deploying these powerful technologies 
responsibly. Effect of the Internet of Things (IoT) on 
Healthcare Providers and Institutions. IoT technologies 
are creating not only a revolution in the patient 
care but also changing the healthcare providers and 
institutions. IoT is taking healthcare out of fitness 
centers and into living rooms while providing new 
tools and information to streamline operations as well 
as improve clinical decision making.

for heAlthcAre Providers, iot offers 
severAl Key benefits:
1. Enhanced Clinical Decision-Making: Most of all, 

increased access to real time patient data will give 
us more information about our patients, and more 
time than ever before to make more informed and 
timely clinical decisions.

2. Improved Efficiency: Automations of its routine 
tasks as well as streamlined collection of data can 
release healthcare providers to spend more time 
with patients.

3. Better Patient Engagement: The IoT technologies 
provide a means for providers to remain connected 
to patient from visits to visits, improving 
engagement and adherence to treatment plans.

4. Reduced Burnout: Healthcare providers can 
benefit from IoT that automates some parts of the 
patient monitoring and data collection process to 
cut down the administrative load.

For healthcare institutions, the impact of IoT is 
equally significant:

1. Operational Efficiency: IoT can provide a positive 
impact on many of the operations in a hospital 
from device tracking to patient flow.

2. Cost Reduction: IoT can give hospitals the ability 
to be more efficient in resources allocated, 
reducing the need for unnecessary hospitalizations 
which will help lower that operational cost.

3. Improved Quality of Care: It can mean that 
patients get better and the care quality is higher, 
the metrics being up to continuous monitoring and 
early intervention.

4. Enhanced Research Capabilities: IoT devices 
generate the vast amounts of data that can feed 
medical research and studies of population health.

However, the integration of IoT also presents 
challenges for healthcare institutions:

• Infrastructure Requirements: Building IoT 
systems often requires a substantial invest-
ment in IT infrastructure and connectivity.

• Staff Training: The data from IoT systems must 
be used and interpreted in an effective way by 
health care staff.

• Workflow Integration: Because IoT data may 
add complexities to current clinical work-
flows, doing so may require process redesign.

• Data Management: Managers of storage, pro-
cessing, and analysis of large volumes of data 
associated with IoT devices must develop 
strategies for medical institutions.

However, despite these challenges, many 
healthcare institutions are taking advantage of the 
long term benefits IoT integration offers. But as these 
technologies advance and mature, we can certainly see 
their adoption and their innovative use in healthcare 
spaces increase.

the future of iot in heAlthcAre: the 
uPcoming trends And Possibilities
Looking to the future, healthcare through IoT appears 
limitless. New technologies and new applications of 
existing ones will continue to revolutionize patient 
care, prevent disease, and deliver healthcare into 
the future. Here are some of the exciting trends and 
possibilities on the horizon:

1. 5G Integration: By introducing 5G networks, 
IoT devices will enjoy faster and more reliable 
connectivity, offering real time remote surgery 
and other more sophisticated telemedicine 
applications.

2. Edge Computing: Edge computing can lower 
latency and increase the real time capability of 
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IoT health system like remote patient monitoring 
by processing data closer to the source.

3. Advanced Wearables: There are smart contact 
lenses for continual glucose monitoring and 
patches that monitor wearable devices to detect 
health markers in sweat, for instance.

4. Ingestible Sensors: The combination of tiny 
ingestible sensors and wireless power bees could 
bring individualized, detailed measurements into 
the patient’s body to revolutionize diagnostics and 
drug efficacy monitoring.

5. Robotic Care Assistants: Robots that warn of 
choking on food, open broken bottles or take 
place of elderly family members in home care are 
all a reality thanks to IoT.

6. Personalized Medicine: Combine the IoT data 
with genetic information, and it could result in 
highly personalised treatment plans made just 
for an individual based on their individual health 
profile.

7. Smart Hospitals: Run the gamut from patient 
care to energy usage, fully connected hospital 
environments and anything in-between could bring 
better and more efficient healthcare settings.

8. Virtual and Augmented Reality: And together 
with IoT data, these technologies could help in the 
education of patients and in medical training as 
well as planning of surgery.

9. Blockchain in Healthcare: Health data could find 
secure, decentralized storage with blockchain 
technology reducing the common current problems 
associated with data security and interoperability.

And as these technologies grow, we will 
all undoubtedly enjoy a better, ‘connected’, 
‘personalised’, ‘proactive’ healthcare than we 
ever thought possible. But realizing this future will 
take continued partnership between technologists, 
healthcare providers, policymakers and the engaged 
patients to ensure these innovations progress in the 
right way and the right way, ethically and responsibly.

imPlementing iot heAlthcAre systems: 
chAllenges And considerAtions
Despite extreme potential for companies to employ IoT 
in the healthcare space, there are significant hurdles 
to be overcome associated with these systems. To 
integrate IoT technologies in healthcare organizations 
and patient care strategies, they have to run over 
these hurdles.

Some of the key challenges include:
1. Interoperability: A significant challenge is to 

make sure that various IoT devices, and systems 
can communicate effectively with each other and 
with existing healthcare IT infrastructure.

2. Data Standardization: It is hard to integrate data 
from different sources and devices when health 
data are not universal standards.

3. Regulatory Compliance: All of which must be 
ensured by healthcare organizations regarding IoT 
implementation according to many patient privacy 
and data security regulations.

4. Cost: Implementing IoT systems can be expensive 
and companies need to calculate the return on 
investment.

5. User Adoption: To be effective, IoT technologies 
have to be willing and able to be used by both 
healthcare providers and patients.

6. Data Overload: IoT devices generate a vast 
amount of data which can be overwhelming, and 
organizations need ways to manage and extract 
insights from it.

7. Ethical Considerations: The question of the 
ethical use of IoT in healthcare for data ownership, 
patient autonomy, and substituting technology for 
health care activities arises.

8. Reliability: Finally, healthcare IoT systems must 
be highly reliable – a failure could mean serious 
harm to a patient’s health.

9. Scalability: As IoT incrementally finds its way into 
healthcare, health systems have to make sure 
that their setups can cope with the ever growing 
numbers of devices and the data volumes.

10. Cybersecurity: Maintaining cyber protection for IoT 
devices and the data they generate is a task that is 
taking place constantly and needs to be updated.

Addressing these challenges requires a 
multifaceted approach:

• Collaboration: Together, they must develop 
solutions and standards with technology ven-
dors, regulators and other stakeholders.

• Education and Training: Successful adoption 
of IoT technologies will require both patient 
and provider education and training, and in-
vestment into this area is also essential.

• Robust IT Infrastructure: First, organizations 
need to make sure they have enough IT infra-
structure to support the IoT implementation 
and has a strong level of cyber security.
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• Clear Policies and Procedures: In other 
words, developing clear policies regarding 
data use, privacy and security are absolutely 
critical to the adoption of responsible IoT.

• Phased Implementation: When organizations 
want to fully implement time management 
initiatives, it’s a good idea to start with 
smaller, pilot projects to help companies learn 
and adapt before scaling globally.

• Continuous Evaluation: Long term success 
needs regular evaluation of IoT systems to de-
termine effectiveness and security.

Playing these challenges strategically, and taking 
remedial measures proactively can ensure that 
healthcare organizations can reap the benefits of IoT 
while minimizing risks involved, and ensuring that IoT 
implementation is carried out responsibly. Internet of 
Things (IoT) technologies integration into health care 
is a revolutionary approach to patient care, disease 
management, and monitoring. Wearables, from the 
mundane to the sophisticated, which track our daily 
activity, to implants that can provide streaming 
healthcare data in real time, IoT is changing every part 
of the healthcare ecosystem. There are many benefits 
of IoT in healthcare. More personalized and proactive, 
it improves healthcare delivery efficiency, empowers 
the patient to take greater control of her health. IoT 
devices are helping to transform the management 
of chronic diseases, and extend quality healthcare 
to underserved populations through remote patient 
monitoring. What’s more, IoT is also benefitting from 
the synergy with other next generation technologies, 
including Artificial Intelligence and 5G networks, 
offering new frontiers in medical research, drug 
discovery, and predictive healthcare.

conclusion: the iot is trAnsformAtive 
in heAlthcAre
These technologies have the potential to improve 
patient outcomes, improve the clinical efficiency of 
healthcare delivery through reducing healthcare costs 
and alleviating the burden on healthcare systems. 
But ours is not a war against innovation; it is, rather, 
a war against the challenges that come with it. To 
realize the benefits of IoT in healthcare, questions 
regarding data security and privacy; interoperability; 
and, respectively, the ethical use of technology and 
its broader implications on society must be answered. 
IoT has a lot of potential in healthcare and can have 

an even better future. Because technologies are 
always evolving and carrying forward, we will more 
novel applications that will change the landscape of 
healthcare even more. The next wave of IoT innovation 
will get us near to personalized, preventative and 
fully accessible healthcare for everyone, from smart 
hospitals to ingestible sensors. Finally, in addition to 
remote patient monitoring and diagnostic support, 
these systems based on IoT enabled smart healthcare 
systems are changing the whole paradigm of 
healthcare. As we travel this digital health revolution, 
collaboration, innovation and a patient centric 
approach will be critical to fully realize the power of 
IoT in health and positively impact health outcomes of 
people everywhere.
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