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AbstrAct 
The Internet of Things has turned the world upside down and brought bil-
lions of devices on line to share data effortlessly. The need for reliable and 
efficient data delivery in IoT networks has grown along with network size 
and complexity. In an effort to optimize communication in large scale IoT 
ecosystems, this article explores the emergence of hybrid routing protocols 
as a potential solution. The continuously growing IoT deployments have made 
heterogeneous and dynamic network environments more and more a reality. 
Classical routing schemes are insufficient in serving the special characteris-
tics of the IoT – limited energy resources, diverse traffic grades, and frequent 
topology modification. In order to get over these limitations, Hybrid routing 
protocols are designed to combine the strengths of multiple routing para-
digms. Hybrid protocols combine proactive and reactive routing elements 
to accommodate changes in IoT applications’ demands, while still utilizing 
the best performing routing solution. Through this adaptive approach, more 
efficient use of network resources, better scalability and reliability in data 
delivery is achieved over extensive IoT infrastructures. In the subsequent 
sections we provide an overview of some of the basic concepts of hybrid 
routing for IoT and consider protocol design and how they work in practical 
implementations. In addition, we will also talk about the current emerging 
trends and future directions of this fast advancing field. By understanding 
this comprehensive analysis, readers will understand the role hybrid routing 
plays in allowing next generation large scale IoT networks.
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Iot Network chAlleNges UNderstANdINg
A new set of networking challenges emerge from 
the proliferation of IoT devices, which traditional 
routing protocols do not handle very well. We first lay 
foundations by describing the unique characteristics 
and constraints of IoT networks, and then we explore 
the need to have hybrid routing approaches.

Resource limit and device heterogeneity
The wide variety of connected devices that comprise 
an IoT network is undoubtedly one of the distinctive 
characteristics of IoT networks. They may be simple 
meter sized, low complexity sensors, or sophisticated 
edge computing nodes. However, this heterogeneity 
provides a lot of complexity in routing decisions, 

because the devices have different communication 
ranges, data rates, and energy constraints.

Due to their limited energy resources, the operation 
of many IoT devices is often based on batteries or 
energy harvester techniques. This also requires energy 
efficient routing strategies to simultaneously maximize 
the network overall lifetime. In addition, Restricted 
routing table and memory and processing constraints 
of those low power devices may not be large enough 
to store all large routing tables and perform heavy 
computing operations.

Dynamic Network Topologies
IoT networks are dynamic by nature and devices 
are continuously joining and leaving the network. 
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Also this can be due to mobility, power depletion 
or environmental interference. In such a volatile 
environment, keeping up to date routing information 
is difficult, and increasingly difficult in larger scale 
deployments.

The reliability of established routes also is 
affected by the dynamic nature of IoT topologies. 
The quality or even the availability of links between 
devices sometimes fluctuates and therefore, adaptive 
routing mechanisms must be able to react quickly to 
changes of these.

Scalability and Traffic Patterns
With growing size of IoT networks, standard routing 
doesn’t scale. However, with so many devices present, 
so much data generated, it can result in additional 
overhead when discovering routes and maintaining 
them. As such, scalability becomes a critical concern, 
in dense urban environments or on industrial IoT.

In addition, IoT traffic patterns can be very 
variable and application specific. There are some use 
cases that may require periodic, low volume sensor 
readings, and some that may require real time, high 
bandwidth data streams. It is also common that a one 
size fits all routing approach is inadequate to address 
these varied requirements.

QoS Requirements
The different IoT applications have different 
requirements on QoS such as latency, reliability, 
and throughput. To illustrate, critical infrastructure 
monitoring may be motivated by ultra low latency and 
high reliability, yet in environmental sensing or other 
fields, energy efficiency might be more important than 
real time performance.

It is very difficult to balance the conflicting QoS 
requirements over a network that is heterogeneous. 
Traffic types must be distinguished by routing 
protocols and intelligent forwarding must be made on 
application specific criteria.

Security and Privacy Concerns
Security is a paramount problem for IoT networks 
due to the distributed nature of IoT networks, and 
sensitivity of the data that is frequently managed 
by them. For this reason routing protocols need to 
incorporate strong security measures against various 
types of attacks like eavesdrop, man in the middle 
attacks, Denial of Service (DoS) attacks etc.

Privacy is another biggish thing too, especially 
when it is personal or sensitive data. We show that 

routing mechanisms — whether they focus on data, 
network topology, or some combination of the two 
— must ensure that data is securely transmitted and 
that the network topology itself does not expose 
sensitive information about device locations or user  
behavior.[1-5]

INteroperAbIlIty ANd stANdArdIzAtIoN
Lots of communication technologies and protocols 
make the IoT ecosystem. However, for the IoT to 
flourish and be widely accepted, interoperability 
between disparate IoT platforms and legacy systems is 
core. Routing protocols need to over to change across 
differing network architures and communication 
standards.

IoT routing standardization remains a work 
in progress, but the industry’s relentless pace 
of technological change can often keep up. As a 
result, such routing solutions usually fail to achieve 
universality of applicability.

To address these diverse challenges, hybrid 
routing protocols aim to improve upon data delivery 
in a large scale IoT network with a more holistic and 
adaptable perspective. In the following sections, I will 
look how these protocols take advantage of different 
routing paradigms to overcome the problems facing 
conventional approaches and satisfy the requirements 
of an IoT application (Table 1).

Overview of Hybrid Routing in IoT
Hybrid routing protocols form a paradigm shift in 
dealing with the complex requirements of large scale 
IoT networks. These protocols are based on combining 
the efficiency, scalability, and adaptability aspects 
of various routings approaches. In this section, we 
examine the core principles and mechanisms that 
support the concepts and rules base of hybrid routing 
strategies in IoT.

Making Proactive and Reactive Elements 
to combine
Integrating both proactive and reactive routing 
elements at the heart of hybrid routing shows. In 
reactive routing, routing table information is not 
maintained, but a change is detected only when 
packets are discarded. In particular, this approach 
is desirable in stable network segments and in cases 
where communication is regular. In contrast with 
the traditional (reactive) routing, where routes are 
discovered a priori and preprovisioned, reactive 
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behaviour of network conditions and application 
requirements, by selectively applying either reactive 
or proactive routing. As an example, we could 
have a hybrid protocol that uses reactive trees 

routing discovers routes on demand, lowering overhead 
in dynamic or low traffic cases (Table 1).

Hybrid protocols use the fields of proactive 
and reactive routing simultaneously, based on the 

Table 1: Hybrid Routing Protocols for IoT Networks

Protocol Functionality

AODV AODV (Ad-hoc On-Demand Distance Vector) is an on-demand routing protocol that enables low-latency rout-
ing in mobile IoT networks by establishing routes only when needed.

DSR DSR (Dynamic Source Routing) is an on-demand protocol that uses source routing for data packet forward-
ing, ideal for dynamic and large-scale IoT networks.

ZRP ZRP (Zone Routing Protocol) combines proactive and reactive routing methods, reducing overhead by divid-
ing the network into smaller zones for efficient data delivery.

RPL RPL (Routing Protocol for Low Power and Lossy Networks) is specifically designed for low-power IoT devices, 
optimizing energy consumption in large-scale IoT systems.

OLSR OLSR (Optimized Link State Routing) uses a proactive approach, maintaining up-to-date routes for fast data 
delivery across IoT networks with a fixed topology.

GPSR GPSR (Greedy Perimeter Stateless Routing) relies on geographic routing, enabling efficient data delivery in 
large-scale networks by minimizing overhead in dense environments.

Fig. 1. Making Proactive and Reactive Elements to combine
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between clusters and proactive routing within local  
clusters.

Network organization hierarchy
Scalability and reduced routing complexity are goals 
for many hybrid routing protocols which adopt a 
hierarchical network structure. Usually, the network 
is cut up into clusters or zones, with each cluster or 
zone having a designated cluster head or zone leader. 
Hence, there is a lot of benefit in these hierarchical 
structures since they help with more efficient route 
management and data aggregation.

Proactive techniques allow us to quickly make 
localized routing decisions within clusters. However, 
reactive or overlay routing methods may be used 
for communication between clusters. Using this 
hierarchical approach, the impact of topology changes 
is contained and the overall routing overhead is 
reduced in large scale networks.

Adaptive Route Selection
Adaptation mechanisms are used in many hybrid protocols 
to dynamically select the most appropriate routing 
scheme based on current network condition.• Proactive 
switching between proactive, reactive modes depending 
on traffic patterns or link stability.• Essentially, adapting 
the size and composition of formed clusters to suit 
network dynamics. By encoding these challenges, we 
show that the learning problem can be formulated as 
the maximization of a tractable utility function. Hybrid 
protocols continuously evaluate network performance 
and route behaviors to keep the best performance for 
various and changing IoT environments.[6-9]

cross-lAyer optImIzAtIoN
Since many hybrid routing protocols recognize the 
interdependencies among different network layers, 
they employ cross layer optimization techniques. The 
ability to understand and make routing decisions with 
information gathered from other layers (to its info 
source) like application specific QoS requirements or 
link quality metrics from the physical layer.

This provides the potential for more intelligent 
route selection (and hence improved overall network 
performance) through cross layer optimization. 
Suppose a routing protocol would take into account a 
link quality as well as its energy level when selecting 
the next node to traverse, maintaining reliable 
communication around the network while also 
extending the network lifetime.

Load balancing and multipath routing
Hybrid protocols tend to rely on multipath routing 
techniques to make the systems more reliable and 
better distribute network load. Unlike finding a single 
path from source to destination, a set of alternative 
routes are maintained.• Better fault tolerance due 
to link failures.• Prevents congestion and hotspots 
through load balancing.• Parallel data transmission 
that offers opportunity for increased throughputctively 
applying proactive or reactive routing based on 
network conditions and application requirements. For 
instance, a hybrid protocol might maintain proactive 
routes within local clusters while using reactive 
techniques for inter-cluster communication.

Hierarchical Network Organization
Many hybrid routing protocols adopt a hierarchical 
network structure to improve scalability and reduce 
routing complexity. This typically involves dividing the 
network into clusters or zones, each with a designated 
cluster head or zone leader.[10-14]

hIerArchIcAl Network orgANIzAtIoN
Many hybrid routing protocols adopt a hierarchical 
network structure to improve scalability and reduce 
routing complexity. This typically involves dividing the 
network into clusters or zones, each with a designated 
cluster head or zone leader. These hierarchical structures 
allow for more efficient route management and data 
aggregation. Within clusters, localized routing decisions 
can be made quickly using proactive techniques. For 
communication between clusters, reactive or overlay 
routing methods may be employed. This hierarchical 
approach helps contain the impact of topology changes 
and reduces the overall routing overhead in large-scale 
networks. Recognizing the interdependencies between 
different network layers, many hybrid routing protocols 
incorporate cross-layer optimization techniques. This 
approach allows routing decisions to be informed by 
information from other layers, such as link quality 
metrics from the physical layer or application-specific 
QoS requirements. Cross-layer optimization can lead to 
more intelligent route selection and improved overall 
network performance. For example, a routing protocol 
might consider both link quality and energy levels 
when choosing the next hop, ensuring both reliable 
communication and extended network lifetime. By 
incorporating these contextual elements in routing 
decisions, each IoT deployment is able to find more 
efficient and effective data delivery (Figure 2).[15-18]
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Precision Farming using Agricultural IoT
Case Study: A hybrid routing protocol was deployed 
on a large scale agricultural operation to manage 
a network of soil sensors, weather stations, and 
automated irrigation systems on multiple farms.

• A wide geographic distribution of devices• 
Specific remote areas, which have limited 
power availability.

• Varying network connectivity and generation of 
data by seasons. We implemented a hybrid of 
delay tolerant networking for long range com-
munication with LEACH for local clustering.

• Network coverage extended by integrated so-
lar powered relay nodes.

• An adaptive duty cycling scheme was devel-
oped based on crop growth stages.

Table 2: Key Considerations in Reliable Data Delivery for IoT

Consideration Optimization

Latency Reduction Latency reduction ensures faster data delivery, particularly important for real-time IoT appli-
cations such as smart healthcare and industrial automation.

Scalability Scalability ensures that hybrid routing protocols can handle increasing numbers of devices, 
maintaining reliable communication as IoT networks grow.

Network Lifetime Network lifetime optimization prolongs the operational time of IoT devices, which is achieved 
by balancing energy consumption across devices and minimizing communication overhead.

Packet Delivery Ratio Packet delivery ratio measures the effectiveness of data transmission in IoT networks, with 
hybrid protocols enhancing reliability through optimal route selection and error correction.

Fig. 2: Security Integration
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• Increase extended average node lifetime from 
6 months to more than 2 years.

• Reduced water use by 20%

coNclUsIoN
If the groundwater is being used for irrigation (or where 
the irrigation is supplied through wells that primarily 
draw on the groundwater), regional water availability 
makes it likely that improving irrigation efficiency will 
reduce water usage by 20%.* Scalability improved – new 
farm plots can be easily integrated security features, 
implementing comprehensive security measures in 
resource-constrained IoT environments is challenging. 
Developing energy-efficient implementations requires 
careful protocol design that minimizes unnecessary 
transmissions and incorporates sophisticated power 
management techniques. Implementing effective QoS 
mechanisms requires careful traffic classification, 
priority-based routing, and adaptive resource 
allocation techniques. Practical aspects of deploying 
and maintaining hybrid routing protocols in large-scale 
IoT networks present their own challenges. Developing 
user-friendly configuration tools, implementing robust 
network monitoring and diagnostics, and designing 
secure and efficient software update mechanisms are 
crucial for addressing these operational challenges. 
IoT deployments must often comply with various 
regulatory requirements, which can impact routing 
protocol implementation. 
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