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ABSTRACT

Today, wireless sensor networks (WSNs) are becoming a cornerstone
technology in the Internet of Things (loT) ecosystem, which, based on
the principle of sensor nodes, allows the data from the distributed sensor
nodes to be collected and transmitted. Localization of sensor nodes is a
critical challenge in WSN deployment. In this article we provide an in depth
description of various localization techniques for sake of usage in WSNs, its
principles, advantages and their practical applications. Many of these loT
applications require the ability to locate the exact locations of sensor nodes
precisely such as environmental monitoring and smart agriculture, industrial
automation, and healthcare. On the one hand, accurate localization enhances
the contextual relevance of collected data, and optimizes network routing,
energy efficiency, etc.; on the other hand, it enables location based services.
Research, development, and practitioners in the industry need to understand
and implement effective localization strategies as WSNs start to proliferate
in loT. In this context, this review intends to give an overview of the wide
volume of localization techniques for WSN in loT. In this talk, we explore
fundamental concepts behind these methods, compare their performance
under different scenarios, and discuss the challenges and opportunities these
methods offer. Thus, this article studies both matured approaches and cutting
edge innovations in order to assist view on the state of WSN localization and
what its future directions will be in the fast changing loT environment.
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Wireless Sensor Networks for loT. Journal of Wireless Sensor Networks and
loT, Vol. 2, No. 1, 2025, 1-12

RANGE BAsep LocALizATION TECHNIQUES

The position of nodes in wireless sensor networks is
determined by range based localization techniques
that employ the knowledge of the distances or the
angles between nodes. Also often using special
hardware they can handle achieving high accuracy in
ideal conditions. In this paper, some of the primary
range-based localization approaches in WSNs for loT
applications will be explored.!'

Time of Arrival (ToA)

A widely used range based localization technique is Time
of Arrival (ToA) which determines how long the signal
takes to travel between a transmitter and a receiver.

Knowing the speed of signal propagation, and the precise
transmission time, the distance between nodes can be
calculated. Typically, ultrasound or radio frequency
signals are used, and precise time synchronization
between nodes is needed for ToA (Figure 1).

In particular, ToA can prove very useful in indoor
localization scenarios in IoT deployments where GPS
signals may not be available or are very unreliable.
For example, all these ToA based systems can track
goods and equipment movement with considerable
precision in smart warehouses. However, specialization
of hardware and susceptibility to multipath effects
can restrict the application of this in some IloT
applications.
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Fig. 1: Range Based Localization Techniques

Time Difference of Arrival (TDoA)

Unlike the ToA technique, Time Difference of Arrival
(TDoA) technique eliminates the requirement of
precise time synchronization between the transmitter
andreceiver. It reliesinstead on the differencein arrival
times of signals from multiple transmitters to derive
the position of a node. In the desktop applications,
accurate localization requires recourse to ultrasound
or radio frequency signals along with TDoA.

TDoA is then used in a range of loT contexts for
large scale outdoor sensor networks in environmental
monitoring or precision agriculture. Casting aside
necessity, it’s the ability to work with existing
infrastructure—like cellular networks—makes it an
appealing option for wide area loT deployments. That
is, while this technique is intuitive, there are some
inherent complexities to building TDoA systems and to
come by potential errors in challenging environments.

Angle of Arrival (AoA)

Angle of Arrival (AoA) is a location method which puts
the position of a node based on the angles the signals
arrive from known reference points. In particular it
employs an array of antennas or specialized sensors to
determine the direction of incoming signals. The AoA
can give distance and direction information and thus
can be useful in 2D and 3D localization of WSNs.

AoA can be of great value to indoor navigation
system in smart buildings or tracking assets in
industrial sectors in loT applications. In certain cases,
its capability to operate with a single point reference
can make deployment easier. Such environments can,
however, make it difficult to beam and also pose
sensitivity to multipath effects as well as require
specialized antenna arrays. ¢

SIGNAL STRENGTH (RSSI)

The Received Signal Strength Indicator (RSSI)
technique to estimate the distance between nodes
is by measuring the strength of received signal.
RSSI’s decrease with increasing distance, and can be
used as an approximation of the distance between a
transmitting and a receiving location. The reason this
method is popular, is that there is a great simplicity
because most of the wireless communication modules
already provide RSSI measurements.

RSSI based localization has been widely used
in loT deployment because it is low cost and easily
implementable. It is used for tracking assets in supply
chain or monitoring patient movement in healthcare
facility. However, localization accuracy can be impaired
by RSSI measurements’ susceptibility to factors such
as obstacles, multipath fading and interference.
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Localization using Range-Free
Techniques

However, range free localization techniques which do
not use distance or angle measurements exist as an
alternative to determine the node position in wireless
sensor networks. These methods are cheaper to
implement and often simpler to implement, thereby
making them more appropriate for large scale loT
deployments. And here, we discuss some of the key
range free localization techniques used in WSNs as
part of loT applications.

DV-Hop Algorithm

The most popular range-free localization technique,
the Distance Vector Hop (DV-Hop), estimates node
positions by inferring the number of hops to known
anchor points. This method operates in three phases:
They, first, make anchor nodes broadcast their
position and, second, determine the minimum hop
count to each anchor node from all other nodes; third,
calculate the average hop distance to estimate node
position.

Due to challenges in acquiring precise distance
measurements in large scale outdoor sensor networks,
the DV-Hop algorithm can be particularly useful in loT
scenarios. Forexample, inapplicationsof environmental
monitoring, DV-Hop can give approximations about the
locations of sensor nodes spread across regions of large
areas. Nevertheless, accuracy of this method can be
restricted in networks with irregular node distribution
or varying node density.

Centroid Algorithm

A simple range free localization algorithm is the
Centroid algorithm which computes a node’s position
as the centroid (geometric centre) of the positions
of neighboring anchor nodes. This method is easy to
implement require little computation, and can be
executed on a loT device with limited resource.

The Centroid algorithm can be used in loT
deployments to generate approximate position
estimates in applications like in smart agriculture
where monitoring of large crop fields is acceptable
e.g. This makes for quick deployment, and low power
consumption. However, the use of the method depends
heavily on the number and spacing of anchor nodes,
which may not be suitable in all cases (Table 1).

Approximate Point in Triangle (APIT)
APIT, for Approximate Point in Triangle, is a range-
free localization technique that solves the problem of

Table 1: Signal strength (RSSI)
Principle

Technique

RSSI-based
Localization

RSSI-based localization estimates the
position of a sensor node by measuring the
received signal strength from neighboring
nodes, commonly used in IoT networks.

TOA-based
Localization

TOA-based localization calculates the time
taken for a signal to travel from the source
to the destination, providing high accuracy
for indoor positioning in loT applications.

AOA-based localization measures the
angle of arrival of signals to estimate the
location of nodes, useful for directional loT
sensor networks.

AOA-based
Localization

Finger- Fingerprinting involves comparing the

printing received signal patterns from different
locations against a pre-recorded database
to estimate the position of the sensor
node.

UwWB UWB (Ultra-Wideband) localization utilizes

Localization | time-of-flight measurements over wide
bandwidths to achieve high-accuracy
ranging and localization in challenging loT

environments.

Hybrid localization combines multiple
techniques (e.g., RSSI, AOA, TOA) to lever-
age the advantages of each method, im-
proving accuracy and reliability in large-
scale loT networks.

Hybrid
Localization

determining if a node resides within or outside the
set of triangles rooted at 3 anchor nodes by providing
approximations for contained nodes and by minimizing
the number of relative comparisons. The algorithm
will test multiple triangles and take away the possible
place for a node to a small area.

As a low-cost option to more specialized
localization hardware, APIT can be useful for loT
applications where more precise localization than even
centroid methods are necessary, but still desirable for
a cost point for which specialized hardware may not
be necessary. It can be used in smart city environment
for tracking of mobile sensors or within industrial loT
context for asset management. Nevertheless, the
performance of APIT is sensitive to situation with low
anchor node density or to highly irregular topology of
the network.

MDS—-MAP
In a range free localization technique, we use
connectivity information to construct a relative map
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of node positions, and transform it to an absolute
map using known anchor positions. In particular, this
method is efficient in networks with high connectivity,
and can also utilize very little anchor information.
MDS-MAP can be useful in loT applications, for
example when the positions of only a few nodes
are known such as in underground sensor networks
for mining or tunnel monitoring. It can also help to
optimize routing and data collection strategies,
by enabling it to give a global view of the network
topology. Still, MDS-MAP has a high computational
complexity in large scale loT networks, and could be a
limitation for resource constrained loT devices.

Detection with Hybrid localization
techniques

In wireless sensor networks, hybrid localization
techniques combine the strengths of both range based
and range free methods to enhance their intrinsic
strengths while alleviating their inherent weaknesses.
Such approaches seek to achieve the balance between
accuracy, scalability and cost effectiveness for which
they are particularly suitable for distributed IloT
applications. In this paper, we examine some of the
prominent hybrid localization techniques used in WSNs
for loT deployments.

Weighted Centroid Localization (WCL)
Weighted Centroid Localization (WCL) is a hybrid
technique for improving standard centroid processing
by utilizing strength information. Rather than simply
averaging the positions of nearby anchor nodes,
WCL assigns weights to anchor nodes based on the
signal strength of received signal strength. It is this
combination of range free simplicity with distance
based insights, that makes it an attractive approach.
WCL is particularly effective in indoor localization
in smart buildings or in asset tracking in warehouses
in loT scenarios. It possesses the advantage of being
able to offer better accuracy than simple centroid
localization with low computational complexity,
enabling it to fit resource constrained loT devices. But
signal propagation irregularity effects must still be
combatted by WCL in complex environments. (101!

SEQUENCE BAsep LocaLization (SBL)

A hybrid approach Sequence Based Localization (SBL)
combines connectivity information with distance
estimates to estimate node positions. Based on
neighboring nodes, this method turns a sequence of

nodes through proximity to anchor nodes into position
estimates for their nodes using distance measurements
between neighboring nodes.

Solutions for sensor-based localization (SBL) can
provide extra value to loT deployments such as smart
transportation system or wildlife monitoring where
adaptive localization accuracy is required. It is flexible
with different loT scenarios because its ability to work
with varying levels of anchor node density and distance
measurement accuracy. The sequential nature of the
algorithm may, however, impose cumulative errors on
large-scale networks.

Localization using Fuzzy Logic

Localization techniques based on fuzzy logic tolerate
the uncertainties in sensor measurements and
environmental factors with fuzzy set theory. More
typically, these hybrid approaches aggregate multiple
localization metrics (e.g., RSSI, hop count, and anchor
proximity) through fuzzy inference systems and
estimate node positions.

In the loT context, for instance, deployments of
dynamic or noisy environments, such as industrial loT
applications or smart city infrastructure monitoring,
fuzzy logic based localization can be very useful. These
techniques allow the possibility of dealing with imprecise
input data and learning from the dynamics of real world
loT problem. While the design of effective fuzzy rule sets
and membership functions can be challenging, and may
require domain expertise (Figure 2).

Internet

Sensor
(| Cluster head ‘\

((/(X)) Base station

Fig. 2: Sequence Based Localization (SBL)

Localization using Machine Learning
With the aid of the variety of Al algorithms, the
WSN localization is enhanced with machine learning
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localized techniques. These hybrids basically combine
traditional localization methods with trained machine
learning models on historical data or environmental
features.

Machine learning enhanced localization can
be employed in the loT applications in complex
environments where regular localization techniques
fall short, e.g. in multi floor buildings or dense
urban areas. The techniques can learn to cope with
signal propagation anomalies and adapt to changing
conditions over time. However, application to some
resource constrained loT deployments may be limited
due to training data availability and perhaps high
computational requirements.

Mobile Sensor Networks Localization

With the increased presence of mobile sensor and
devices in loT applications localization techniques for
mobile Wireless Sensor Networks have gained a lot of
attention. Since the challenges of dynamic network
topologies, frequent and untrustworthy position
updates, as well as energy constraints, these methods
must address these. In this section, we examine some
important approaches to localization for loT scenarios
in mobile sensor networks.

Monte Carlo Localization (MCL)

Probabilistic method that uses a particle filter based
Monte Carlo Localization (MCL) is used to estimate
positions of mobile nodes. Particle-based techniques
maintain a set of possible location estimates (particles)
and continue to update them using node movement
information and node observations of anchor nodes.
MCL is particularly good at handling uncertainty, and
is able to adapt to a changing environment.

Localization based on Kalman Filter
Localization techniques based on recursive state
estimation use Kalman filter to trace positions of
mobile nodes. The advantage of these methods is
that these combine predictions from motion models
with measurements from a variety of sensors to make
optimal position estimates. In particular, Kalman filters
are very good at dealing with noisy measurements,
and can handle différentes types of sensor data.
Kalman filter based localization can be used in
loT applications such as fleet management, drone
navigation, and such personal health monitoring
devices. It has the capability to aggregate data from
various sensors, including GPS, IMUs and wireless

signals, for use across a range of complex mobile loT
scenarios. The Kalman filter however, can decline
in its performance in very non linear systems or
environments with fast changes.

Cooperative Localization
Inter node measurements and data exchange among
mobile nodes are used by cooperative localization
techniques to enhance localization accuracy. In such
approaches, nodes exchange location information and
shares relative measurements with neighboring nodes
and the process is refined by collaboration.
Cooperative localizationis usefulinloT applications
in the context of swarm robotics, autonomous vehicle
platooning or mobile sensor networks for environmental
monitoring. In certain applications-like persistent
localization in challenging environment with limited
infrastructure, mobile nodes can be leveraged to
improve localization performance through exploiting
the collective knowledge of multiple mobile nodes.
Meanwhile, cooperative localization is not warranted
when the additional communication overhead and
privacy concerns are taken into account in loT systems.

Mobile Networks Anchor Free Localization
Mobile networks with relative node positions without
any fixed anchors nodes with known locations are the
subject of anchor free localization techniques. These
methods generally rely on constructing a relative
coordinate system using inter node distance or angle
measurements and inevitably they would require their
linkage into absolute coordinates if needed.

Anchor free localization is also useful for ad-hoc
mobile sensor networks in disaster response scenario,
for underwater sensor networks, as well as space based
loT applications. These techniques are flexible and
adaptable to different environments because they can
use the ability to set up a coordinate system without
the pre deployment of infrastructure. Nevertheless,
absence of absolute coordinates may limit their
applicability in some IoT use cases demanding an
implicit global coordinates.!'¢-'"]

LocALizATION IN UNDERWATER AND
UNDERGROUND SENSOR NETWORKS

More and more loT applications are moving away
from traditional terrestrial environments towards
underwater and underground settings. Wireless
sensor network localization in these environments
is a challenging task, which demands specialized
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techniques. In this work, we take a walk through the
basic approaches to localization in underwater and
underground sensor networks for loT.

Underwater localization techniques based on
acoustic rely on sound waves to localize sensor nodes
in aquatic environments. Often, these methods use
time of flight measurements or Doppler shift analysis
to estimate node based distances. In underwater
settings, where conventional radio frequency signals
fail to propagate, acoustic signals are largely preferred
for their superior propagation characteristics.
Acoustic based underwater localization is especially
important in the context of IoT for applications such
as ocean monitoring, underwater pipeline inspection
or marine life tracking. Accurate positioning informa-
tion in water allows developing smart ocean technol-
ogies and underwater IoT ecosystems. Nevertheless,
multipath propagation, variable sound speed, and
the limited bandwidth must be resolved for effective
implementation.

Table 2: Localization in Underwater and Underground
Sensor Networks

Factor Influence
Signal Signal interference from obstacles, walls,
Interference and other wireless devices can degrade

localization accuracy, especially in com-
plex loT environments.

Node Density | Node density impacts localization perfor-
mance, as higher node density typically
leads to better position estimation accu-

racy and fewer gaps in network coverage.

Environmental | Environmental conditions, such as tem-

Conditions perature, humidity, and physical barriers,
can influence the signal propagation and
accuracy of localization techniques in loT
networks.

Energy Con- | Energy consumption is a critical factor,

sumption as frequent location updates and calcula-

tions may drain the power of loT devices,
necessitating efficient power manage-
ment techniques.

Accuracy Re- | Accuracy requirements define the level

quirements of precision needed for specific loT appli-
cations, influencing the selection of lo-
calization techniques and network setup.
Scalability Scalability determines how well the lo-

calization technique performs as the net-
work size increases, affecting the ability
to provide consistent and reliable local-

ization in large loT systems.

Underground localization based on
magnetic field

The properties of magnetic fields are utilized by
magnetic field based localization techniques to
localize the positions of underground nodes sensor.
The usual methods employ synthetic magnetic fields
or resort to naturally occurring magnetic anomalies to
infer node locations. Magnetic fields have the ability
to travel through dirt and rock more easily than radio
or acoustic signals and are ideal for ground for ground
environments.

For magnetic field based aboveground or
underground localization, loT deployment can add
value to applications such as smart mining operations,
underground utility mapping, or soil moisture
monitoring in precision agriculture. One advantage of
these techniques is their ability to provide positioning
information without line of sight requirements and
thus they are amenable to a number of underground
scenarios. But some environments may require a
limited range of magnetic fields and risk of interference
from metallic objects.

Radio Tomographic Imaging (RTI) in
Underground Networks
Radio Tomographic Imaging (RTI) is a radio imaging
technique wherein the attenuation of radio signals
propagating through the ground is used to construct
an image of an area in the immediate stratigraphic
environment, or to localize sensor nodes. A method
exploiting a network of above surface transmitters and
receivers is then used to measure variations in signal
strength due to objects or sensor nodes underground.
In loT applications RTI can be used to perform non
invasive underground monitoring such as detecting soil
moisture changes, finding buried objects and tracking
underground animal activity. For many smart agriculture
and environmental monitoring scenarios, RTl is valuable
for its ability to provide a visual representation of the
underground environment. But its practical application
may be restricted by the requirement for above
ground infrastructure and sensitivity to changes in soil
composition (Figure 3).[1820]

Underwater Terrestrial Localization
(UWL)

Surface based and underwater positioning methods
are combined to form hybrid underwater-terrestrial
localization, which provides comprehensive
localization for loT deployments between both
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environments. In these approaches, GPS or terrestrial
localization system is often coupled with underwater
acoustic or optical positioning.

Hybrid underwater terrestrial localization is very
important in the loT contexts, like coastal monitoring,
underwater robot navigation, and offshore renewable
energy infrastructure management. This allows for
independent camera systems to develop in loT solutions
applied to marine and coastal environments. Although
many localization systems exist, the implementation
and synchronization of multiple localization systems
in dynamic aquatic settings can be very complicated.

Localization Techniques with Energy
Efficiency.

Energy conservation is a major concern in wireless
sensor networks, in particular for battery powered loT
devices, hence it’s a requirement to develop energy
efficient localization techniques. The objective of
these methods is to minimize power consumption
in such a way that the localization accuracy is still
acceptable. In this work, we take a look at some of
the key approaches to energy efficient localization in
WSNs for loT application.

ANcHOR NobDE SELECTION OPTIMIZATION

Localization  process anchor node selection
optimization methods aim to reduce the number of
anchor nodes actively participating in the process,
while also achieving sufficient accuracy. These
methods frequently rely on smart algorithms for
picking the most informed anchor nodes, according to
the allometric distribution, signal strength, and power
left on mating nodes..

Optimized anchor node selection can by an
order of magnitude extend operational lifetime of
sensor networks in any applications including smart
agriculture, environmental monitoring, and industrial
loT. These techniques allow for more sustainable
long term loT installations by minimizing the energy
spent on redundant localization calculations and
communications. But there is a tradeoff between
energy savings and localization performance that
needs to be taken carefully into account.

Adaptive sampling for mobile localization
Mobile localization requires adaptive sampling tech-
niques to adapt the frequency of position updates ac-
cording to factors such as node velocity, environmen-
tal dynamics, applicable requirements. The goal of

these methods is to enable energy reduction by skip-
ping unnecessary localization operations as long as lit-
tle accuracy is needed when node positions are stable.

Adaptive sampling is particularly useful in loT
situations where moving assets need tracking in
logistics, wildlife, or the management of fleets of
autonomous vehicles. It allows for more intrinsically
flexible and sustainable mobile loT deployments while
still being able to dynamically balance localization
accuracy and energy efficiencies. Yet sophisticated
adaptive  sampling  strategies for  effective
implementation may still depend on sophisticated
algorithms and contextual awareness.

Sleep Scheduling for Cooperative
Localization
Sleep scheduling strategies and cooperative
localization techniques can be used to extend energy
efficiency of localization by collaborative use of sensor
nodes. While most of these approaches split the
network up into clusters, where at any point in time
only a subset of the nodes are actively participating in
localization, other nodes sleep in low power modes.
Combining cooperative localization with scheduling
is one of the ways in which we can make use of loT
applications with a very large scale of sensor network
and in the context of smart cities, environment
monitoring or industrial loT. Through the workload
of localization are distributed and nodes are able to
save energy through sleep cycles, these techniques
can provide a great improvement in network lifetime.
However, this comes with the need to achieve having
enough coverage while avoiding localization errors
from the sleeping nodes.

Anchor Node Deployment for Energy
Conservation.

Anchor node deployment with an eye toward energy
concerns is to deploy anchor nodes in order to
maximize localization accuracy while minimizing
overall network energy consumption. Similar methods
take such things as network topology, projected traffic
patterns, and node energy distribution as factors when
determining the points of anchor node positions.

For long term, large scale sensor network
installations in the loT context, for instance smart
agriculture, in urban infrastructure monitoring
or in industrial loT, energy aware deployment of
anchor nodes is crucial. These techniques can put
an end to the power burden of usual sensor nodes by
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strategically locating anchor nodes. Though in dynamic
or constrained environments the optimal deployment
of anchor nodes may be challenging.

Harsh and Dynamic Environments
Localization

Since loT applications often work in the challenging
environments in harsh conditions, dynamic changes
or severe constraints, wireless sensor networks are
usually necessary to loT applications. To address these
scenarios, robust and adaptive localization techniques
are required which are able to deliver accuracy and
reliability in these adverse circumstances. We look at
some of the key approaches for localization in rough
and dynamic environments for loT deployments.

Fault-Tolerant Localization

Localisation techniques that are fault tolerant are
designed to deduce unbiased position information with
implicit presence of node failures, communication
errors, or environmental disturbances. Reliable
localization performance on these methods usually
involves redundancy, error detection and correction
mechanism, and adaptive algorithms.

For critical infrastructure monitoring, or industrial
loT in hazardous or disaster response scenarios, fault
tolerant localization can be critical to loT applications.
Robust and resilient loT systems can be developed
based on the ability to provide consistent localization
data under adverse conditions. Yet, adding fault
tolerance mechanisms may rob us of our simplicity and
sometimes resource constraints.

Robust Localization using Multi-Modal
Sensor Fusion

Sensor fusion techniques operating in the multi modal
domain fuse data from different types of sensors
to achieve more robust and accurate results in
challenging environments. However, these approaches
typically combine this information from multiple
sensing modalities, including radio frequency, inertial,
optical, or environmental sensors, to offset the
deficiencies of single sensor types.

It can be useful in loT deployments with complex
indoor environments, under ground settings or even
with severe radio interference. With the diversity
of sensor data we are able to provide more reliable
localization under broader range of conditions. Whilst
sensor fusion algorithms on resource constrained loT
devices, however, may face challenges due to the

increased hardware requirements and computational
complexity of these algorithms.

Dynamic Environments Adaptive
Localization

The techniques design adaptive localization techniques
to modify their parameters and algorithms according
to the changes in the environmental conditions or
network dynamics. Many of these methods use machine
learning, fuzzy logic, or other adaptive algorithms
to achieve optimum localization performance as a
function of time and based on real time observations
and historical data.

Adaptive localization can be especially useful in
the context of loT where changes in the environment
occur dynamically and where maintaining precision
localization for applications in dynamic urban
environments, mobile ad-hoc networks, or mobile
industrial settings away from base stations are
critical. Automatic tuning of localization strategies
makes the loT deployment more flexible, with more
configurations being possible. But efficient adaptive
mechanisms may require sophisticated algorithms and
however computational resources.

GPS Denied Environments Localization
Localization techniques for GPS-denied environments
include techniques to provide positioning information
in environments not served with some form of satellite
based navigation. One common approach to these
methods is to use alternative reference systems, such
as local beacons, inertial navigation, or map based, to
compute node positions.

Localization in GPS denied environments is critical
to indoor positioning system in loT applications,
underground or underwater deployments where
sender and receiver have severe signal obstruction.
The lack of reliance on GPS allows IoT solutions for
all kinds of challenged environments. While high
accuracy and scalability in GPS denied settings
usually relies on specialized infrastructure or complex
algorithms, however, the challenge exists to obtain
the same performance with simple, highly portable
infrastructure.

WSN Localization for IoT: Security and
Privacy

With the deployment of wireless sensor networks
becoming part of the loT ecosystems more universally,
the localization process must be secure and private.
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Localization systems are vulnerable to malicious
attacks that can corrupt the integrity of the collected
data, halt network operations, or reveal sensitive
location information. In this work, we take an
exploratory look at some security and privacy issues
and approaches to improving these in WSN localization
in the context of loT applications.

Secure Localization Protocols

The localization process can be attacked from many
directions, and the incoming security protocols,
termed secure localization protocols, are aimed
toward protecting the localization process against
numerous attacks - node impersonation, distance
manipulation, wormhole attacks, among others.
Indeed, cryptographic techniques, authentication
mechanisms and integrity checks are usually
used in these protocols in order to guarantee the
trustworthiness of localization data..

In loT, location is a primary facility typically used
for important deployments in critical infrastructure,
financial services, healthcare monitoring, etc. These
protocols safeguard the localization process and thereby
ensure security and reliability of loT systems as a whole.
However, this could result in the need to optimize the
resource constrained devices to have the implementation
of robust measures that employ security.

Localization Techniques in Privacy
Preserving
The privacy-preserving localization techniques by
definition protect the location information of nodes
without sacrificing the network requirements.
Thus, these methods often use data anonymization,
obfuscation or cryptographic techniques to prevent
unauthorized access to precise location data.
Privacy-preserving localization is critical in many
loT applications involving personal devices, crowd
sensing, or location based services. This allows loT
solutions to be developed more trustfully and more user
friendly by user privacy while the location information
is leveraged. Yet, ensuring privacy protection while
meeting functional requirements for location-aware
applications is often difficult, and may involve tradeoffs
amongst accuracy, system complexity, or cost.

THIS RESILIENCE AGAINST LOCALIZATION
ATTACKS.

The techniques go further on the topic of localization
resilience by dealing with malicious activities, which

may be aiming to distort or to hamper the localization
process. However, these approaches usually involve
anomaly detection, trust management systems, as well
as adaptive defense mechanisms for first detecting and
isolating compromised nodes, or false location claims.

The ability to resist localization attacks for example
in loT deployments is crucial when reliability and integrity
of location based services, asset tracking systems or
security applications is of concern. These techniques
achieve this through robust defense mechanisms for the
continuation of loT systems in the presence of adversarial
activities. However, the development of effective attack
detection and mitigation strategies can be complicated,
requiring sophisticated algorithms, and being updateable
to handle changing threats.

Secure Localization in Blockchain.

Secure localization techniques based on blockchain
are proposed for WSNs taking advantage of distributed
ledger technology to increase security, transparency
and integrity of localization operations. These
approaches often employ blockchain to keep and
affirm location claims, anchor node information, or
localization parameters securely.

Blockchain based secure localization has a lot
of potential in loT applications where high levels
of trust and auditability are desired, such as supply
chain tracking, autonomous vehicle navigation, or
implementation of smart contracts related to location
data. Blockchain technology can be decentralised,
providing greater security as well as resilience from
single points of failure. Nevertheless, such blockchain
systems may incur additional burdens of computation
and storage that defy an implementation in resource
constrained loT devices.

WSN Localization for the IoT: The future
trends and challenges

The massive expansion of the Internet of Things means
that localization techniques over wireless sensor
networks must evolve to address new problems and take
advantage of new opportunities. Moreover, innovation in
WSN localization is motivated by emerging technologies,
changing application requirements, and growing scale
and complexity of loT deployments. We investigate a few
important future trends and challenges in this area.

5G and Beyond Networks integration
It will be an important factor that affects
localization of WSN for loT; 5G networks roll out and

Journal of Wireless Sensor Networks and l1oT | Jan - June | ISSN: 3048-8729 9 |



Ahmad Siti and Mohammad Nur Ali : Localization Techniques in Wireless Sensor Networks for loT

future wireless technologies develop. More precise
time based localization techniques, together with real
time positioning for mobile loT devices, can be enabled
by high bandwidth, low latency 5G connections. The
dense network of 5G small cells can also be used as
reference points for improved urban localization.
Localization challenges in this area involve
the development of localization techniques that
can seamlessly coexist with existing and future
heterogeneous network architectures, with the extra
signal processing complexity associated with 5G signal
design, and the privacy concerns as this localization
capability evolves and becomes more pervasive.

Localization with Artificial Intelligence
and Machine Learning

The trend of applying artificial intelligence (Al) and
machine learning (ML) techniques to WSN localization
is definitely going to grow. Localization algorithms
in Al can take cognizance of the complexity of
environments, learn from historical data and get
better day by day. For many of the tasks involved in
localization, machine learning models can be employed
to improve signal processing or feature extraction, as
well as position estimates, with candidate position
estimates themselves corrected by additional machine
learning models.

Challenges for this domain include creation of
efficient AI/ML models that run on resource constrained
loT devices, the deployment of learned models which
can generalize across disparate environments, and the
requirement of large and diverse datasets for training
robust localization algorithms.

Quantum Sensing Localization

Revolutionary approaches to the localization of WSNs
in the internet of things (IoT) may be achieved by
advancements in quantum technologies. Quantum
sensors, especially atomic clocks and quantum
magnetometers, are capable of unprecedented
precision in possible measurements for localization.
Novel secure and long-range localization may
be possible using quantum entanglement based
techniques.

Challenges in quantum based localization include
creating practical scalable quantum sensors for IOT
deployments, integrating quantum with classical WSN
architectures, and coping with complex quantum
information processing in a distributed quantum
system.

Localization using Edge Computing
However, WSN localization techniques will be
impacted by the trend towards edge computing in
IoT architectures. Localization computations at the
network edge can achieve lower latency, higher
privacy, and allow more contextual positioning
services. Edge based localization can also be used to
support adaptive techniques that can react quickly to
nearby changes in the environment.

Optimizing algorithms for distributed computation,
trade of local and global localization accuracy, and
consistency of localization across multiple edge
nodes in large scale loT deployments are the major
challenges faced in edge based localization.

Massive IoT and LPWAN Localization

WSN localization is now challenged by the growth of
massive loT deployments and Low Power Wide Area
Networks (LPWAN). There are techniques to develop
which provide efficient localization of high number
of low power devices disposed over large areas.
Consequently, LPWAN technologies such as LoRaWAN
or NB-loT enable new long-range localization
opportunities, together with limitations in bandwidth
and energy consumption.

Issues in this area include design and
implementation of scalable localization techniques
capable of handling thousands or even millions of
devices, another is energy efficiency in the long haul,
and yet another is to attain a satisfactory degree of
accuracy with a weak communication infrastructure..

CONCLUSION

With the diversification of loT ecosystems,
localization is the need of the hour and requires
the localization techniques to work over different
wireless technologies and protocols. Cross technology
localization is an approach to leveraging several radio
standards (e.g., Wi-Fi, Bluetooth, UWB, cellular)
to improve coverage, accuracy and reliability. The
challenges in cross technology localization involve
developing common framework across heterogenous
signal measurement, controlling diversity of multi
protocol systems and ensuring its interchangeability in
different loT platforms and standard. In its elevation
as an loT application, WSN localization must tackle
the ethical and regulatory challenges. There is a lot
to think about; issues like location privacy, consent
for tracking and what can the possiblitiy of the misuse
of location data lead to. Other requirements such as
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GDPR can move the development and deployment of
localization techniques. In this domain, there are many
challenges including developing technical solutions
that both can provide functionality and are private,
setting standardized frameworks to establish ethical
localization practices, and navigating the complex and
changing regulatory landscape across different regions
and applications. Finally, for WSN localization for loT,
we are poised for great developments and evolution
in the future years. For researchers and practitioners
dealing with these emerging trends and challenges,
we will see the next generation of localization that is
accureate, efficient, and versatile to enable the next
generation of loT applications from numerous domains
and environments.
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