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ABSTRACT

The present paper provides an in-depth inquiry on the topic of hybrid beamforming
and physical layer security (PLS) technologies which will suit 6G massive multiple-input
multiple-output (MIMO) communication systems. The first goal is to overcome both the
energy-efficient beamforming and secure transmission issue with passive eavesdroppers,
which is of utmost importance in 6G networks using millimeter-wave and sub-terahertz
frequencies. The author suggests a new low-complexity hybrid analog-digital design
of the beam forming structure which can use a sub-array structure to decrease the
number of the RF chains but still generates high spatial resolution. Artificial noise (AN)
is injected at particular locations within the null space of legitimate user channels; this
has the effect of compromising signal quality on the capabilities of the eavesdropper
only, without interfering with targeted receivers. The system architecture proposed
optimizes the AN covariance matrix, analog precoder, and digital baseband precoder
together in terms of the transmit power and hardware limitations. Extensive Monte-
Carlo simulations under realistic propagation conditions demonstrate that the proposed
approach has significantly better secrecy rate (an enhancement of up to 35% compared
to conventional hybrid beamforming techniques) and a portion of energy efficiency
is maintained with minimal negative impacts on robustness of the system in case of
imperfect channel state information (CSI). The results attest to the effectiveness of the
methodology in terms of practical and scalable 6G applications. Future extensions of
the framework will be based on Al-powered adaptive beam choice and the incorporation
of reconfigurable intelligent surfaces (RIS) to improve the physics-layer security.
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INTRODUCTION

Large-scale antenna arrays have turned massive multiple-
input multiple-output (MIMO) technology into a basic
facilitator of 6G wireless networks, with the possibility of
attaining unheard of performance levels in the spectral
efficiency, energy efficiency, and spatial multiplexing
capacities.'! The basic problem is that a complete
digitization of beamforming, even in these systems, is
not yet feasible because of hardware complexity, cost,
and power requirements especially at high frequencies
(mmWave and sub-THz). As such, hybrid analog-digital
beamforming has become an achievable alternative,
presenting a trade-off between performance and the
practical hardware limits.®?! At the same time there is
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also a lot of vulnerabilities to passive eavesdropping
and impersonal interception because of the broadcast
and open character of the wireless channels. This has
made the protective of the physical layer (PLS) a critical
area of concern; where the channel properties of the
wireless medium are used to provide confidentiality of
the communication without necessarily depending on
the cryptographic protocols.

Much research effort has been made on hybrid
beamforming in mmWave systems and PLS with artificial
noise (AN) or secure precoding, respectively, but little
research has been done on the joint optimization of them
in 6G massive MIMO, particularly within the hardware-
constrained settings with from channel estimation errors.
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The proposed paper addresses this gap by suggesting a
secure hybrid beamforming with low complexity that
will incorporate the AN-based PLS mechanisms and still
achieve efficiency and robustness.

The rest of the paper is structured as follows: Section
Il is related work; Section Ill defines the system model;
Section IV describes the suggested hybrid beamforming
and PLS design; Section V analyzes performance; and
Section VI concludes with recommendations of future
work.

RELATED WORK

Hybrid beamforming has received an immense amount of
research interest as a low-cost approach to millimeter-
wave (mmWave) and sub-terahertz (THz) MIMO systems
where full digital beamforming is not possible either
because of hardware constraints or because of high
power requirements. 3 Several hybrid architectures,
such as fully connected and sub-array-based hybrid
architectures, were proposed by the researchers to strike
a balance between the degree of beamforming accuracy
and system complexity.! In these systems, to increase the
spectral and energy efficiency, optimization algorithms
relying on alternate minimization and machine learning
have been developed as well as compressive sensing.!!
Simultaneously, the physical layer security (PLS) has
developedinto avital paradigm in the secure transmission
in the wireless transmission especially against passive
eavesdroppers and active ones. Artificial noise (AN)
injection techniques, secure beamforming, and secrecy
rate maximization are among the techniques which
have been created to reduce the threat of interception
at the PHY layer.[® 1 Though these techniques have
potential to incorporate significant security advances,
they in general assume ideal conditions to implement
such methods (perfect channel state information CSI,
and fully digital precoding), and these conditions are
unrealistic in large scale deployments of antennas.
Nevertheless, the resulting targeting of the two domains
has not been extensively explored to date, and there
is little research on joint optimization of the domains,
especially in the use of the constraints peculiar to 6G,
including ultra-massive antenna arrays, ultra-mobility
of users, sub-THz propagation impairments, and non-
idealities of hardware.['” Realistic hybrid architectures
and the consequences of imperfect CSI on the secrecy
rate performance have not been considered in most of
the existing work involving realistic architectures with
fewer RF chains.

The current paper addresses this gap by introducing a
shared hybrid beamforming and PLS structure that suits
power-efficient, secure communication in 6G massive

MIMO systems and which considers some of those practical
constraints including limited RF chains, artificial noise
optimization, and uncertainty in channels.

SYSTEM MODEL

We assume a downlink transmission system in a 6G
massive MIMO communication system, where a base
station (BS) with Nt transmit antennas, NRF < Nt chains
transmits to K single-antenna and legitimate users in
the presence of one or more passive eavesdroppers.
Such configuration echoes the applied limits of hybrid
beamforming systems where the quantity of RF chains
is considerably smaller due to the aim of decreasing the
cost of the hardware, energy utilization, and intricacy.l'"
Figure 1 presents an overview of this system. System
Model of Hybrid Beamforming and Physical Layer Security
6G Massive MIMO Network.

Hybrid Beamforming Structure

The BS implements a hybrid analog-digital precoding
strategy to transmit the confidential signals. The transmitted
signal x € CN ! is expressed as:

X=F_ F.s+2z, (1)

RF ° BB
where:

« FRFeECNtx NRF is the analog precoding matrix
implemented using phase shifters, satisfying
constant modulus constraints.

+ FBBeCNRFx Kis the digital baseband precoder,
used to multiplex user data streams.

« S eCK x 1represents the symbol vector for
the K users, assumed to be uncorrelated and
normalized: E[ssH]=I.

e ZANeCNtx 1 denotes the artificial noise (AN)
vector designed to lie in the null space of the
legitimate users’ channel, i.e., Hb zAN=0, where
Hbis the channel matrix between the BS and
legitimate users.

Channel Model

The baseband equivalent channel between the BS and
the k-th user is modeled as:

L

N, (s .
if crt”a(ﬁf”} (2)
=1

h;(=

where:

o L is the number of multipath components,

« a¥is the complex gain of the €\ell¢-th path,
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« 6% is the angle of departure (AoD),
« a(-) is the antenna array steering vector.

This geometric channel model is specifically being used
for mmWave and sub-THz 6G conditions, in which there
are only a few dominant paths and the propagation
environment is very scaleable.

Eavesdropper Model

The passive eavesdropper(s) attempt to intercept the
transmitted signal without revealing their channel state
information (CSl). Let HeeCNex Ntdenote the channel
between the BS and the eavesdropper.['? Since zZAN¢Null
(He), the AN component introduces interference at
the eavesdropper, thereby reducing the eavesdropping
capacity.

3.4 Secrecy Rate Definition

The achievable secrecy rate for the k-th user is given by:

R = [log,(1 + yk) — loga(1 + ¥ 1% (3)
where yk and ye(k) denote the signal-to-interference-
plus-noise ratio (SINR) at the legitimate user and the
eavesdropper, respectively, and [x]+=max(x,0).

This model of the system creates the framework of the
suggested secure hybrid beamforming structure and the
premise of the collective optimization issue handled in
the following segments.

6G Massive MIMO

WWW\ K Legitimate
o RF. ) Users
Hybrid el |nformation Signal > [ ]
Bearnforming . ,V. y
! au B
Digital Artificial Noise SO
Precoding et TTmeelll . \)‘
- ==
v - ®
Artificial | |-~
Noise |
W ,
Base Station Passive
Eavesdropper

Fig. 1: System Model of a 6G Massive MIMO Network
with Hybrid Beamforming and Physical Layer Security

Block diagram of a 6G downlink massive MIMO system
in which a base station with hybrid analog and digital
beamforming sends information to K legitimate users,
and sends an artificial noise to passive eavesdroppers.
The system uses chain limited RF precoding and
generation of artificial noise to guarantee physical layer
security.
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HYBRID BEAMFORMING DESIGN

A hybrid analog-digital beamforming framework is
suggested in order to allow power-efficient and safe
communication in the 6G massive MIMO systems. In this
section, the step by step buildup of the analog precoder,
digital baseband precoder and artificial noise generation
is described and then a joint optimization scheme is
outlined to maximise the secrecy rate under realistic
hardware realities.['¥ The general flow of such design
approach is shown in Figure 2. The diagram of the Hybrid
Beamforming Design Process of 6G Massive MIMO with
Physical Layer Security.

Analog Beamformer Design

The analog precoding matrix FRFECNtx NRFis realized
using RF phase shifters, which impose constant modulus
constraints on its elements (i.e., [[FRF]i,jI=1/NT2. To
ensure effective directional transmission, FRFis designed
using codebook-based beam steering, aligned with the
dominant spatial paths in the channel. These directions
are obtained via Singular Value Decomposition (SVD) of
the estimated channel matrix Hb, capturing the most
significant eigenmodes of propagation.

Digital Precoder Design

The baseband digital precoder FBBeC NRFx K is
responsible for mitigating multi-user interference and
shaping the information-bearing signal. It is computed
using either:

e Zero-Forcing (ZF): FBB=H‘eq,, where Heq=H, F_, or

e Minimum Mean Square Error (MMSE) criteria for
enhanced robustness under noisy or partial CSI.

This digital precoder supplements the analog beamformer
and gives greater control in a fine-grained manner at
the baseband, as well as remains in the constraints
of the reduced dimensionality imposed by the hybrid
architecture.

Joint Optimization Problem

To enhance communication confidentiality, the
beamforming matrices are jointly optimized along with
the artificial noise (AN) covariance matrix Q,,. The
objective is to maximize the achievable secrecy rate
defined as the difference between the mutual information
at the legitimate user and that at the eavesdropper:

max Ry = log,|I + H,F FEH]| 4)
FreiFap: Qan —logy|l + H,F FEHE|

subject to the following constraints:



Freddy Soria and Kesufekad Metachew : Hybrid Beamforming and Physical Layer Security Techniques for
6G Massive MIMO Communication Systems

e Total Power Constraint:
Tr (FrrFaeFsaFir + Qan) = Pmax

+ Constant Modulus Constraint on F__
e Rank Constraints and Hardware Limitations:

rank(F..)=N.. , where N_ <N,

RF ?

Here, F=F_F denotes the overall precoding matrix,
and the secrecy rate Rgis defined under the assumption
that the eavesdropper’s channel H, is either known or
estimated within a bounded uncertainty set.[' Since this
optimization is non-convex, a solution close to optimal
can be found using alternating optimization, manifold
optimization, successive convex approximation (SCA)

methods.

Analog Beamformer Design

Use codebook-based beam steering
aligned with dominant channel
directions via SVD

v

Digital Precoder Design

Derive zero-forcing or MMSE
precoder for interference mitigation

\ 4
Artificial Noise Generation

Design covariance matrix to
maximize interference to eavedropirs

v
Joint Optimization Problem

Maximize secrecy rate subject
to hardware constraints

Fig. 2. Flowchart of the Hybrid Beamforming Design
Process for 6G Massive MIMO with Physical Layer
Security

The resulting hybrid beamforming architecture allows
a hardware-efficient, secure, and low-power solution
where large-scale MIMO is required in the 6G network,
which comprises both capacity and confidentiality
constraints.["!

PHYSICAL LAYER SECURITY TECHNIQUES

Besides hybrid beamforming, the increase of physical
layer security (PLS) is necessary to ensure privacy of
communications under a 6G massive MIMO system.

Here we describe three main techniques that would
be included in the proposed framework: artificial
noise injection, secure beam selection, and channel
uncertainty mitigation with the pretence of standing up
to passive eavesdropping in the practical propogation
circumstances.

Artificial Noise (AN) Injection

Artificial Noise (AN) is a widely adopted PLS mechanism
that impairs the signal quality at unintended receivers
while preserving performance at legitimate users. In the
proposed system, AN vectors zZANECNt x 1are designed
such that they lie in the null space of the legitimate
users’ composite channel matrix Hb.

Mathematically, this satisfies the constraint:
H,z,=0

To construct such noise vectors, a Gram-Schmidt
orthogonalization process is employed to ensure linear
independence from the range space of H,. This ensures
that the artificial noise does not interfere with the
intended receivers, while maximally disrupting potential
eavesdroppers whose channel directions differ from H,.
The result is a significant degradation in the eavesdropper’s
signal-to-noise ratio (SNR), thereby improving secrecy
capacity without compromising link reliability.

Secure Beam Selection

A new safe beam selection algorithm will be added in
order to increase directional transmission secrecy. In
contrast to the existing conventional beamforming
schemes where channel gain or user throughput is the
main factor to consider, the proposed approach relies
on the user-centric approach that is like secrecy outage
probability (SOP). Particularly, directions of beams are
dynamically adjusted through:

¢ The determination of the SOP between candidate
beams,

e Choosing beams that result in the minimum SOP
with respect to meeting SINR requirements of
the valid users.

This is done such that beam orientations are always
energy-efficient and secrecy-aware, modulating the
transmission patterns in real-time to counteract spatial
eavesdropping in the direction of eavesdroppers.

Channel Uncertainty Handling

In practical systems, perfect knowledge of the
legitimate and eavesdropper channels is rarely available.
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To address this, the proposed system incorporates a
robust optimization framework under bounded channel
uncertainty. The actual channel H is modeled as:

H=H"+AH, ||AHIl <e

where H" is the estimated channel and AH represents
the bounded estimation error with radius e\epsilone. The
robust design aims to optimize the worst case secrecy
rate through stochastic optimization formulations or
semi-definite programming (SDP) in order to guarantee
system performance when CSI is not perfect and/or the
channel estimation noise is imperfect.

Collectively used, these three methods AN injection,
SOP-driven beam selection, and powerful channel
modeling can combine well to deliver the resilience,
flexibility, and confidentiality of the 6G massive MIMO
system, allowing a secure transmission to propagate
against a wide range of adversarial and environment
uncertainty.

PERFORMANCE EVALUATION

Much to support the argument that the proposed hybrid
beamforming and physical layer security framework is
the most accurate model in 6G massive MIMO systems,
real environment channel conditions were simulated
using MATLAB with millimeter-waves (mmWave) and
sub-terahertz (sub-THz) frequency spectrums. The main
practical impairments (of channel sparsity, blockage
effects and spatial correlation) were considered in the
simulations to reproduce the next-generation wireless
scenario.

Secrecy Rate vs. SNR

The rate of achievable secrecy was one of the key
measures of performance studied with the function of
signal-to-noise ratio (SNR). The hybrid beamforming
with artificial noise (AN) injection showed 35 percent
secrecy rate benefit when compared to traditional non-
security specific hybrid precoding methods of precoding.
Such betterment is even enhanced in average-to-high
SNR regime where interference created by AN is more
effective in disrupting the possible eavesdropper without
disturbing the wanted signal.

Energy Efficiency

The proposedarchitecture alsohasahighenergy efficiency
with more than 90% of a fully digital beamforming system
performance consuming 30% of the level of RF chains.
This is of special importance to 6G systems, where the
RF front end hardware forms a significant component
of power consumption, and complexity. This efficiency
is due to the reduced dimensionality of the digital
baseband processing, as well as the optimized analog-
digital precoding applied in the system.

Robustness to Channel State Information (CSI) Errors

In order to test resilience in case of imperfect knowledge
of the channel, the framework was simulated with
limited known errors in channel estimations subjected
to a Frobenius norm constraint. It was found that the
secrecy rate degradation of the system was less than
10 percent and this was even when the CSI estimation
error amounted to 15 percent. This verifies the stability
of the presented structure to real-life CSI uncertainties
a necessity in the real-time adaptive beamforming in
dynamic 6G cases.

The secrecy rate versus SNR performance curve of the
RF chain and the number of users varied is presented
in Fig. 3. Table 1 gives an overview of the comparative
outcomes of baseline, and secure hybrid schemes
where trade-offs among secrecy, energy efficiency and
robustness have been obtained.

Conventional Hybrid Beamforming
[ —=— Proposed Secure Hybrid Beamforming

Secrecy Rate (bps/Hz)
- - N N w w
=} w =} wn =} wn

o
wn

0 5 10 15 20 25 30
SNR (dB)

Fig. 3: Secrecy Rate vs. SNR for Proposed and
Baseline Systems

Table 1: Comparative Performance Evaluation

Secrecy Rate @ 20dB | Energy Efficiency (% Secrecy Drop @ 15%
Configuration (bps/Hz) of Digital) RF Chains (% of Nt) CSl Error
Baseline Hybrid (No AN) 2.2 65 100 >20%
Proposed Hybrid (w/ AN) 2.97 90 30 <10%
Fully Digital (Reference) 2.4 100 100 ~5%

National Journal of RF Circuits and Wireless Systems | Jan - Apr 2026



Freddy Soria and Kesufekad Metachew : Hybrid Beamforming and Physical Layer Security Techniques for
6G Massive MIMO Communication Systems

DiscussSION

The results of performance analysis and simulations of
the system level provided in this paper prove that the
proposed hybrid beamforming architecture with the
physical layer security (PLS) methods could effectively
meet the ultra-demanding communication environment
specifications of 6G massive MIMO networks. The system
records relatively high secrecy rate improvement of
up to 35 over existing conventional hybrid precoding
techniques that do not utilize artificial noise (AN), and
retains more than 90 percent of the gain of a fully digital
beam former except that it uses only 30 percent of the
RF chains. These findings point out the necessity of
cooperative analog-digital precoding and security-aware
signal design in attaining privacy and efficiency in energy
consumption. The hybrid beamforming architecture is a
sub-array-based scheme, which promises simplicity of
hardware since the structure trades spatial resolution
or beam forming gain with no loss, and the scheme
is appealing in practicable mmWave and sub-THz
application.

However, there are some trade-offs as part and parcel
of design suggested. Although AN injection can increase
secrecy, it can induce power allocation overhead,
and thus has the potential, to increase system-wide
efficiency degradation, particularly at low-SNR or
constrained power. Besides, despite the fact that the
system remains robust in face of imperfect channel
state information (CSI) below 10% of degradation with
15 percent estimation error, adding later or on-line CSI
estimation capability might also enhance its robustness
in highly dynamic systems as typical in 6G applications
(e.g., UAV-assisted or vehicular communications).
Compared to lower-architecture baselines of hybrid
construction and full-digital construction (summarized in
Table 1), the proposed framework continually outsmarts
in major dimensions such as secrecy capacity, efficiency
of RF chains, and resistance to CSI uncertainty. These
comparative benefits imply high integration potential
prospects in the real-world 6G base stations, edge nodes
and secure loT gateways.

Moving further, there are few directions that can be
considered to be promising suggesting improvements:

» Dynamic beam selection and AN shaping based
on artificial intelligence that allows changing
the meet requirements necessary in response to
the user locations and the threat models in real
time;

« Integration of Reconfigurable Intelligent Surfaces
(RIS) to be able to shape the wireless propagation
environment dynamically in order to increase

secrecy rate without the need to transmit higher
power;

« Prototyping and testing hardware capabilities
of phase-shifter quantization practical limits,
latencies and hybrid analogdigital control paths
synchronization.

To sum up, the designed (proposed) solution is a scalable,
low complex and security-minded solution that can tackle
the two objectives of energy-efficient communication
and confidentiality in the next-generation 6G wireless
networks.

CONCLUSION AND FUTURE WORK

In this paper, an extensive hybrid beamforming
architecture, augmented with physical layer security
(PLS) methods, was proposed, especially to 6G massive
MIMO systems in the millimeter-wave and sub-terahertz
bands. The proposed architecture can combine sub-
array-based analog beamforming, digital baseband
precoding, and the use of artificial noise (AN) injection,
which effectively deals with the two issues: hardware
complexity and safe wireless communication. With
realistic propagation conditions, the system was shown
to have a 35% higher secrecy rate compared to other
hybrid approaches, and energy efficiency greater than
90 percent when compared to all digital approaches (as
well as using significantly fewer RF chains). Besides,
it was robust to errors in channel estimation, where
secrecy performance decreased by less than 10 percent
even up to 15 percent uncertainty in CSI. The results
affirm the feasibility of the framework in deploying
scalable, secure, and energy efficient in next generation
6G infrastructure.

The major input of this work is:

« Hen to be securely in physical sense, reduced
complexity hybrid analogdigital structure of the
beamforming,

e The common design approach that takes
into account the artificial noise in the hybrid
precoding pipeline,

e lllustrated the hardiness against hardware
restrictions as well as the defected CSI in the
environment of 6G wireless conditions.

The areas of future research involve:
» Dynamic beamforming and selective AN injection

of adaptive ANs that contribute real-time secrecy
improvement,

« Incorporation of the Reconfigurable Intelligent
Surfaces (RIS) which will adjust propagation
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surroundings and enhance secrecy capacity even
more,

Real-worldvalidationusing hardware prototyping,
to test the effect of quantization, the effect of
the impairments of signal processing in analog
components, as well as hygiene in hybrid control
systems.

These improvements combined will strive to make the
proposed architecture go from a simulation to a real-
world application of the 6G networks and provide secure,
high-throughput wireless communication under far more
complex and adversarial backdrops.
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