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AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝜇𝜇 × 15.75 𝜇𝜇𝜇𝜇. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Abstract
The handshake of the SSL/TLS in the times of ubiquitous connectivity and services based 
on data is a basic but computationally expensive part of safe communication. In this 
paper, a hardware-assisted variant of the SSL/TLS handshake accelerator is proposed and 
implemented in embedded and edge devices, with cryptographic operation optimization 
by use of modular cryptographic engines, implemented in FPGA. Its architecture can 
use RSA, ECC and AES-GCM algorithms and can easily integrate with tight embedded 
spaces. With the proposed system, the handshake completion time is improved 3.2-
fold and the CPU usage has been reduced by 45 % in comparison to the traditional 
software-only systems due to the offloading of the compute-intensive encryption and 
decryption operations to a custom hardware module. The modular structure of the 
accelerator enables flexibility to work on any edge computing and IoT environment. 
Through experimental validation, real-time encryption offloading is feasible and that 
it enhances throughput by a large margin and latency is minimized to support secure 
IoT and web applications. In this study, the research paper highlights the possibility 
and practicality of cryptographic acceleration using a hardware-based approach as a 
foundation of next-generation low-latency secure communications models.
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Introduction

Secure Socket Layer (SSL) and its heir Transport 
Layer security (TLS) are foundations of the modern 
secure communication protocols, which guarantee 
data confidentiality and integrity between clients and 
servers.[1] Nevertheless, their authentication, key 
exchange, and encryption setup process, which is based 
on handshakes, continues to pose a computational 
bottleneck particularly to the embedded and IoT devices 
with limited processing power and energy.[2] The RSA and 
Elliptic Curve Cryptography (ECC) public-key operations 
have a computational intensity that is likely to lead to 
latency that compromises the real-time communication 
performance.[3]

To mitigate them, scholars have resorted to more 
and more scrutiny on the hardware acceleration 
methodologies to outsource cryptographic functions to 
specialized hardware blocks.[4] Hardware accelerators 
can be easily reconfigured using the integration of 
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Field-Programmable Gate Arrays (FPGAs) which provide 
a good performance coupled with reconfigurability 
and performance efficiency with embedded systems.[5] 
Available literature has shown FPGA-based cryptographic 
accelerators to particular algorithms, e.g., the AES 
or RSA but little has so far addressed the wholesome 
acceleration of the SSL/TLS handshake protocol.[6, 7]

The increased development of Internet of Things (IoT) 
devices has increased the demand of effective cryp-
tographic processing. With the increase of IoT ecosys-
tems into latency-sensitive services like autonomous 
vehicle, telemedicine and industrial automation, re-
al-time and secure exchange of data is increasing-
ly a priority.[8] The traditional software implemen-
tations fail to work in such environments as they 
do not have sufficient computational capabilities.[9]  
Therefore, the idea of offloading of cryptographic work-
loads to hardware modules is a viable answer to improv-
ing throughput and minimizing handshake latency.[10]

RESEARCH ARTICLE	 ECEJOURNALS.IN



K. Geetha and P. Dineshkumar : Hardware Acceleration of SSL/TLS Handshake Operations  
Using Embedded Cryptographic Engines

Ishrat Zahan Mukti,  , et al. :  1.8-V Low Power, High-Resolution, High-Speed Comparator With Low Offset Voltage Implemented in 45nm CMOS Technology

Journal of VLSI circuits and systems, , ISSN 2582-1458 20

A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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Some studies done before have indicated the same 
acceleration paradigms. Hardware co-processors, 
reconfigurable, and embedded security engines have 
been used to minimise computational overheads.[11] 
The latest studies on real-time internet of things data 
processing have reported scalable architectures that 
trade off power usage and latency.[12] Moreover, the use 
of blockchain in the integration of IoT security is also 
investigated with the focus on the importance of secure 
and low-latency cryptographic operations.[13] However, 
accelerated FPGA implementation of SSL/TLS handshakes 
in embedded systems has not been well studied.

The rest of this paper will be organised in the following 
way: Section 2 will describe the suggested system design 
and hardware-assisted methodology. The results and 
analysis of the experiment are provided in section 3. 
Section 4 ends with conclusions and suggestions of the 
further work.

Methodology
System Architecture

The suggested SSL/TLS handshake accelerator incorpo-
rates a customizable cryptography engine that is run on 
an FPGA platform. The architecture has specific hard-
ware implementation of RSA key exchange, ECC-based 
digital signature and AES-GCM session encryption. The 
engine in turn interacts with the main processor via a 
high speed AXI bus interface that allows it to exchange 
information efficiently during handshake activities.

It is designed using hardware description languages 
(HDL) to execute parameterized modules which can be 
configured dynamically with regards to the cryptographic 
protocol requirements. The architecture of the system 
of the hardware accelerator in the case of the SSL/TLS 
is presented in Figure 1.

Fig. 1: Proposed FPGA-based SSL/TLS handshake 
acceleration architecture.

The architecture is made of 3 big layers: 

1.	Application Layer: It deals with initiation of the 
hand shake and session management.

2.	Hardware Abstraction Layer: Scheduling of 
instructions, hardware-software interfaces.

3.	Cryptographic Engine Layer: Has the ability to 
execute cryptographic primitives simultaneously 
using logic blocks in FPGA.

This scalable and modular reconfigurable design permits 
the adjustment to new standards of cryptography. The RSA 
core is based on a Montgomery modular exponentiation 
core that is optimized at the key length of 2048 bits and 
the ECC core uses parallel field multipliers of GF(p) to 
carry out scalar multiplications efficiently.

Hardware–Software Co-Design and Implementation

The co-design method separates the process of the 
handshake of the SSL/TLS between the software 
(control) and hardware (execution). The software stack 
is implemented on an embedded ARM processor, and 
controls the flow of protocol, whereas FPGA modules do 
computations based on cryptography. Figure 2 represents 
the co-design workflow that incorporates OpenSSL API 
with the FPGA modules.

Fig. 2: Hardware–software co-design flow for SSL/TLS 
handshake acceleration.

A model-sim and livado verification testbench were 
created and then implemented on a Xilinx Zynq SoC 
platform. The resource usage of FPGA and latency were 
studied at different workloads. The FPGA resource 
utilisation is summarized in table 1.

The co-design is such that there is an efficient 
synchronisation between the CPU and FPGA and bus 
latency is minimized. Hardware interrupts inform 
about the completion of cryptographic computations 
and minimize wait cycles in the CPU and enhance 
concurrency.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Results and Discussion

It was experimentally tested on a Xilinx Zynq-7000 SoC 
platform that has an ARM Cortex-A53 processor. The 
cryptography hardware modules of the programmable 
logic fabric were used with the protocol control flow 
being managed by the embedded ARM processor which 
was executing a stripped-down OpenSSL 3.0 stack. The 
findings reveal the performance gains as calculated 
by moving computationally intensive cryptographic 
algorithms, that is, RSA, ECC, and AES-GCM to specialized 
FPGA cores. Measures such as handshake completion time, 
CPU utilisation, throughput, and energy consumption 
were taken to determine the overall performance of the 
accelerator.

Handshake Latency Analysis

Figure 3 shows a comparison of handshake latency of the 
traditional software-based implementations of the SSL/
TLS and the proposed FPGA-accelerated implementation. 
In the baseline, cryptographic functions, such as key 
exchange, generation of session keys, and record 
encryption, were all run in software using default 
routines of OpenSSL. In the hardware-accelerated case, 
the cryptographic functions were offloaded to the FPGA 
cryptographic engine via a high-speed AXI bus and DMA-
transfers controlled (via driver) by the application 
programme.

Fig. 3: Handshake latency comparison between 
software and hardware-accelerated implementations.

The FPGA aided setup delivered 3.2x speedup in handshake 
completion on RSA based sessions and a 2.9x speedup to 
ECC based sessions. In particular, the handshake latency 
with RSA-2048 was decreased to 11.8 ms (previously 
was 38.2 ms), and ECC-P256 was decreased to 9.4 ms 
(previously was 27.5 ms). These have mainly been 
enhanced due to the parallelized modular arithmetic 
core units created in FPGA logic, which handles many 
exponentiation and field multiplication steps at the same 
time. The decreased delay of handshakes is directly 
useful in real-time applications like secure IoT gateways 
and the edge controllers where a single millisecond is 
valuable to the responsiveness of the system.

When the latency is reduced, this also denotes that 
both the ARM software driver and FPGA module are 
synchronised efficiently and hence the bus transfer 
overhead is minimized. AXI interface enabled the system 
to provide encryption or decryption of blocks of data 
without context switching delays, so that hardware 
acceleration would not create further communication 
bottlenecks. These findings confirm the hypothesis that 
phases of handshaking, in particular, phases in which 
keys are exchanged and signatures are verified are the 
most computationally bound and, therefore, receive the 
greatest benefit of hardware offloading.

CPU Utilization Performance

Figure. 4 illustrates the level of CPU utilisation in each 
of the cryptographic operations in both configurations. 
The hardware-aided method suggested led to a 
significant active time 45% of that of the software-only 
implementation.

Fig. 4: CPU utilization during handshake operations.

The CPU usage in RSA-2048 handshakes was decreased 
to 48, whereas it was decreased to 45 in ECC-based 
handshakes. AES-GCM functions in responsibility of 
encryption and authentification of record layers 
demonstrated the same trend in that the utilisation 

Table 1: FPGA resource utilization summary.

Module
LUTs 
Used FFs Used BRAM

Power 
(W)

RSA Core 12,432 9,876 8 1.25

ECC Core 10,110 8,750 6 1.10

AES-GCM 7,830 5,660 4 0.95

Controller 2,020 1,760 2 0.35

Total 32,392 26,046 20 3.65
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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dropped to 41 of 70 percent. This massive performance 
improvement shows that the FPGA module is successful 
in offloading the processor with the arithmetic-intensive 
workload and letting the CPU run at a higher level of logic 
in protocols or even concurrent tasks at an application 
level.

Reduced utilisation of the CPU is directly translated to 
increased system parallelism and better multitasking. To 
embedded IoT devices or industrial controllers that need 
to handle a variety of real-time processes including sensor 
polling, networking, and control logic the offloaded 
cryptographic computation allows operation with the 
smoothness without sacrificing security. Moreover, the 
decrease in the number of active cycles per handshake 
minimises the power consumption of the entire system, 
which leads to increased energy efficiency and stability 
in terms of heat.

The findings affirm that the performance of hardware 
offloading does not only improve the raw performance 
but also allocates computational load between the 
subsystems with more efficient distributions. The 
hardware software interaction enhances scalability 
and thus is both compatible with resource-constrained 
embedded systems and with high-performance edge 
servers.

Energy Efficiency Evaluation

The results of the measured energy consumption of 
software and FPGA-assisted implementation are given in 
Figure 5 as normalised results.

Fig. 5: Energy consumption comparison for SSL/TLS 
handshakes.

The FPGA-aided implementation achieved about 30 
percent of the total power consumption than the 
software-only implementation. The first reason of this 

enhancement is the decrease of the CPU activity and 
shorter computation time. The accelerator is more 
energy efficient per operation since cryptographic 
operations are done simultaneously on a hardware 
with a high density of arithmetic and lower clock  
rates.

Such cuts are of significant practical value in embedded 
and IoT applications in which devices are powered by 
a constrained battery supply. As an illustration, in 
an IoT gateway with a secure design, which supports 
thousands of TLS connections daily, a 30% energy saving 
would benefit as prolonged activity and less heat loss. In 
addition, this design is such that FPGA modules transition 
to a low-power state during idle periods so that dynamic 
power leakage, which is also common to continuous 
cryptographic processing, is minimized.

This power efficiency confirms the hardware-software co-
design principle according to which it is possible to have 
real-time secure communications without the need of 
raising power budgets dramatically. This mode is critical 
to systems of the next generation, such as autonomous 
vehicles and industrial internet of things nodes, in which 
the sustained cryptographic operation is but necessary 
but the energy supply is constrained.

Comparative Benchmark and Discussion

The results of the benchmark are summarized in Table 2 
and include average latency, throughput and CPU usage 
of RSA, ECC, and AES-GCM operations in software and 
FPGA-assisted modes.

The throughput statistics shows that the RSA-based 
handshakes are three times more and ECC-based hand-
shakes are 2.5 times more. Hardware pipeline paral-
lelization with ease of AES-GCM increased throughput 
by twofold. The presented design has much better 
throughput-to-power ratios in comparison to related FP-
GA-based works, and is flexible enough due to modular 
reconfigurability.

Also, the architecture has flexibility which enables quick 
updating of cryptographic cores without necessarily 

Table 2: Performance comparison of SSL/TLS handshake implementations.

Algorithm Implementation Avg. Latency (ms) Throughput (handshakes/sec) CPU Utilization (%)

RSA-2048 Software 38.2 26 87

RSA-2048 FPGA-assisted 11.8 78 48

ECC-P256 Software 27.5 36 82

ECC-P256 FPGA-assisted 9.4 91 45

AES-GCM Software 15.3 64 70

AES-GCM FPGA-assisted 6.8 126 41
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AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝜇𝜇 × 15.75 𝜇𝜇𝜇𝜇. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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redesigning the entire system. The modular engine 
is capable of accepting new primitives, such as post-
quantum cryptography, such as lattice-based schemes, 
which then will be forward compatible. This not only 
renders the architecture as a performance increasing 
tool, but also a long-term sustainable solution to the 
changing security needs.

In general, the findings support the idea that the 
combination of specific hardware accelerators and 
embedded software frameworks is a significant way 
of improving the SSL/TLS handshake process. The 
suggested FPGA-based co-design is a perfect solution to 
the real time secure communications because it has a 
good balance between speed, energy consumption, and 
flexibility and can be used in IoT, autonomous systems, 
and low-power network equipment.

Conclusion

This paper introduced a hardware accelerator based on 
FPGA to support SSL / TLS hand shake algorithm in order 
to enhance the efficiency of a secure communication in 
embedded and edge hardware. The system was able to 
load RSA, ECC, and AES-GCM calculations off of the CPU 
and onto special cryptographic cores of the FPGA fabric 
providing significant performance improvements and 
power efficiency. The experimental data demonstrated 
a 3.2 times decrease in the duration of handshakes, 45 
percent lowering in CPU load, and 30 percent better 
energy efficiency with the experimental results over the 
traditional software-only designs.

The co-design of the hardware and the software makes 
it easy to establish connectivity with the already 
existing systems that had been built out of OpenSSL 
and still provide the flexibility to evolve the protocols. 
It has a reconfigurable architecture that makes it be 
adaptable to new cryptographic algorithms, including 
post-quantum cryptography. This renders the solution 
to be scalable to a variety of applications ranging 
between the IoT gateways and industrial controllers 
through the edge networks with low latency where 
real-time and secure data exchange is of critical  
importance.

Generally, the proposed design proves that hardware 
acceleration is a useful and viable strategy towards 
the realization of low-latency and energy efficient 
secure communication in a limited environment. 
Future research will be further development of this 
architecture to multi-core FPGA and incorporation of 
post-quantum primitives to provide long-term resilience 
and ability to meet the next-generation security  
requirements.
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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