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AbstrAct

This paper presents the design of a comparator with low power, low offset voltage, 
high resolution, and rapid speed. The designed comparator is built on 45 𝑛𝑛𝑛𝑛 flip CMOS 
technology and runs 4.2 𝐺𝐺 samples per second at nominal voltage. It is a custom-made 
comparator for a highly linear 4-bit Flash A/D Converter (ADC). The outlined design 
can operate on a nominal supply of 1.8 V. The comparator offset voltage was elevated 
because of this mismatch. To compensate for the offset voltage, we followed a decent 
approach to design the circuits. Therefore, the offset voltage is reduced to 250𝜇𝜇𝜇𝜇. 
The designed comparator has a unity gain bandwidth of 4.2 𝐺𝐺𝐺𝐺𝐺𝐺 and a gain of 72𝑑𝑑𝑑𝑑 at 
nominal PVT, which gives us a considerable measure of authority. The dynamic power 
consumption of the comparator is 48.7𝜇𝜇𝜇𝜇. The layout of this designed comparator has 
been implemented, and the area of the comparator is 12.3 𝜇𝜇𝑛𝑛 × 15.75 𝜇𝜇𝑛𝑛. The re-
sults of pre-and post-layout simulations in various process, voltage, and temperature 
corners are shown.

Author’s e-mail: ishratzahanmukti16@gmail.com, ebad.eee.cuet@gmail.com, kou-
shikkumarbiswas13@gmail.com

How to cite this article:  Mukti IZ, Khan ER, Biswas KK. 1.8-V Low Power, High-Res-
olution, High-Speed Comparator With Low Offset Voltage Implemented in 
45nm CMOS Technology. Journal of VLSI Circuits and System Vol. 6, No. 1, 2024 (pp. 
19-24).

Journal of VLSI Circuits and Systems, ISSN: 2582-1458 Vol. 6, No. 1, 2024 (pp. 19-24) 

IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Abstract
The Internet of Things (IoT) has ushered in a new era of connected devices that is so 
rapid that traditional networks cannot keep up. But the potential for this connected 
landscape results in unprecedented cybersecurity risk and businesses and people alike 
must navigate it. It’s imperative that we leverage our understanding and solutions to 
these challenges to protect sensitive data and our critical infrastructure as a smart 
planet continues to become more and more digitized. In a comprehensive review, we 
explore the dynamics of the growing field of cybersecurity and IoT, while exploring 
its complex relationship; discussing the uniqueness of cybersecurity vulnerabilities and 
emerging threats, as well as the avenues of solution. Through examining the industry 
specific impacts, regulatory considerations, and best practices we intend to educate our 
readers as we give them the tools to armor their defenses in an IoT world.
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The Evolving IoT Landscape

The Internet of Things has gone from being a sci-fi 
concept of what could, to something we live with every 
day. Section II looks at the largely unbridled growth and 
diversification of IoT devices in different sectors.[1-2]

The Internet of Things defined

And at its core, the Internet of Things is a network of 
physical objects with sensors, software and networking 
abilities. These ‘smart’ devices can exchange and 
transmit the data easily and makes communication 
into a fluid process. As the IoT eco system expands, 
from household appliances to industrial machinery, the 
ecosystem grows at an astonishing rate.

Table 1: Cybersecurity Techniques for IoT Networks

Technique Purpose

Encryp-
tion

Encryption secures data transmission in IoT networks 
by converting sensitive information into unreadable 
formats, preventing unauthorized access.

Firewall 
Protection

Firewall protection filters traffic between de-
vices in an IoT network, blocking malicious at-
tacks and ensuring only legitimate data enters 
the system.
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Technique Purpose

Intrusion 
Detection 
Systems

Intrusion detection systems (IDS) monitor IoT 
networks for suspicious activities, alerting ad-
ministrators to potential breaches or cyberat-
tacks.

Authenti-
cation

Authentication ensures that only authorized 
devices and users can access IoT systems, 
strengthening the security of sensitive data and 
preventing unauthorized actions.

Access 
Control

Access control enforces policies that define 
what users and devices can do within an IoT 
network, limiting the scope of potential threats 
and attacks.

Anomaly 
Detection

Anomaly detection identifies unusual behavior 
or deviations in network traffic, helping to de-
tect threats such as malware or unauthorized 
access attempts early.

IoT Adoption across Industries
Widespread adoption of IoT in various sectors has been 
potentialized by the transformative nature of IoT. 
Connected medical devices improve patient monitoring, 
treatment in healthcare. IoT sensors are used to enable 
smart cities that can optimize the flow of traffic and 
reduce the usage of energy. The IoT enabled equipment 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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are used to streamline and predict maintenance need by 
manufacturing facilities.

The Promise and Peril of Connectivity

It brings many benefits of increased connectivity, but also 
increases the surface the cybercriminals can attack. As 
each device is a source of potential malicious actors for 
the device, comprehensive security measures are ever 
more important. By adopting IoT solutions, organizations 
must find a way to innovate while guarding what they 
have.

IoT Market Projections

Growth in IoT market is being predicted to be exponential 
in the coming years by industry analysts. We stand to see 
a surge of connected devices, and a surge in the number 
of cybersecurity challenges, too. Everyone involved in 
business or otherwise must prepare for this new reality 
by keeping on top of emerging threats, and making sure 
they know how to protect themselves.[3-7]

The Issues of Unique Cybersecurity Challenges in IoT 
Environment

The characteristics of IoT ecosystems bring out new 
security issues that are different from an ordinary IT 
setup. We take a look at the unique hurdles encountered 
in deploying IoT.

Device Heterogeneity and Standardization Problems

Unlike traditional computer networks, IoT environment is typi-
cally composed heterogeneous devices of different manufactur-
ers. Security efforts are further complicated because different 
devices will also have no standardization across the levels of 
built in protection and updateability. IT teams face great chal-
lenges in implementing uniform security protocols from such a 
heterogeneous landscape.

Fig. 1: Issues of Unique Cybersecurity Challenges in 
IoT Environment

Resource Constraints of the IoT device:

Most IoT devices are powered by limited amounts 
of processing power and memory with the price and 
power consumption goals in mind. Consequently, 
these resource limitations can compromise effective 
security in the devices. Some IoT products don’t have 
encryption, authentication or any other important 
security functionality.[8-12]

Scalability & the complexity of management

However, with growing adoption of IoT in which the 
number of devices in the network will span with thousands 
or even millions, traditional security management is 
simply not feasible. In such a vast number, there are 
innovative solutions which you can scale without 
compromising protection and performance.

Data Privacy Concerns

But the collection of so much data by IoT devices is a 
huge privacy issue. There is endless potential for data 
misuse or unauthorized access — smart home assistants 
recording conversations or wearable fitness trackers 
tracking health metrics. We still have not found a 
balance of functionality and to protect one’s privacy in 
the IoT space.

IoT Security Vulnerabilities:

For effective development of defense strategy to IoT 
systems, it is extremely important to know what are 
the main weaknesses of the IoT systems. This section 
demonstrates the most common vulnerabilities exploited 
by cybercriminals.

Low Authentication Mechanism:

Many IoT devices, by default, include default passwords 
or simple authorization methods placing them within 
easy targets for attackers. The weak credentials put 
your gadget at a bigger risk of unauthorized access 
through device hijacking and data breaches. Strong, 
unique passwords and multi factor authentication are 
mandatory in securing IoT deployments.

Insufficient Encryption

Data in transit and at rest can be intercepted and 
stolen unless it’s encrypted in adequate fashion. Data 
transmitted by IoT devices over wireless networks, among 
them Internet, Wireless Wide Area Network (WWAN) and 
Wireless Personal Area Network (WPAN) is commonly and 
widely vulnerable to confidentiality or integrity.
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and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:

KEYWORDS: 
 comparator,  
gain,  
offset voltage,  
cadence, 
spectre.

ARTICLE HISTORY: 
Received xxxxxxxxxxxx
Accepted xxxxxxxxxxxx
Published xxxxxxxxxxxx

DOI:
https://doi.org/10.31838/jvcs/06.01. 03 
 
 
 
 
 
 
 
 

 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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Outdated Software and firmware:

Because IoT devices often come from giant manufacturers 
that neglect to send out regular security updates, these 
devices are still susceptible to known vulnerabilities. 
Patch and firmware upgrades need to be ensured that 
they are timely; otherwise, a strong security posture 
cannot be maintained in an IoT environment.

Insecure Network Services:

Attacks on IoT devices can be easy to exploit from poorly 
configured network services. Care should be taken to 
manage open ports, communications without encryption, 
and extra services that might now offer a target when it 
wasn’t before.[13-15]

The Landscape of Emerging threats in IoT

With the IoT technology development, cybercriminals 
have formed some new tactics. This section looks at some 
of the most present threats to begin IoT deployments.

Botnet Attacks:

Weak security measures makes the IoT devices easy to 
recruit into botnets. Once compromised, these devices 
can be launched into DDoS attacks or use to mine 
cryptocurrency or spread malware. The sheer volume 
of vulnerable IoT devices continues to breed powerful 
botnets.

Table 2: IoT Security Risks and Vulnerabilities

Risk Threat

Device Vulnerabilities Device vulnerabilities refer to weak-
nesses in IoT devices that can be ex-
ploited by cybercriminals, often due 
to outdated firmware or insufficient 
security measures.

Network Attacks Network attacks target the commu-
nication channels between IoT de-
vices, aiming to intercept, manip-
ulate, or disrupt data exchanges in 
the network.

Data Breaches Data breaches occur when sensitive 
data from IoT devices is accessed 
without authorization, leading to 
privacy violations and potential mis-
use of personal information.

Denial of Service At-
tacks

Denial of service attacks overload 
IoT systems with traffic, rendering 
them unavailable or unreliable, 
which disrupts the normal operation 
of critical services.

Risk Threat

Malware Infections Malware infections infect IoT de-
vices, enabling cybercriminals to 
take control of the devices and use 
them for malicious purposes, such 
as launching further attacks.

Lack of Standards Lack of standards in IoT security 
protocols creates vulnerabilities 
due to inconsistent implementa-
tions, making it difficult to ensure 
uniform security across devices and 
networks.

Man-in-the-Middle Attacks:

Attackers can eavesdrop on, manipulate the data 
or inject malicious commands into communications 
between IoT devices and their control systems by 
intercepting communications between the two. This risk 
can be addressed by securing communication channels 
as well as implementing proper authentication.[16-18]

Ransomware Targeting IoT

With IoT devices playing a critical role in doing business, 
they are also great ransomware targets. Cybercriminals 
may encrypt device data, or lock users out, demanding 
payment in exchange for access. Protecting from IoT 
focused ransomware requires robust systems for backup 
and security.

Physical Tampering and Side Channel Attacks

Unlike most traditional IT systems, most of the IoT 
devices are deployed at physically accessible locations. 
By rendering these devices vulnerable over time to 
tampering or to side channel attacks that rely on 
hardware vulnerabilities, this exposure is significant. 
Tamper evident seals and secure hardware design can 
minimize these risks..

Industry Specific IoT Security Implications:

When it comes to securing their IoT deployments, 
different sectors are confronted with different 
challenges. In this section, we focus on the individual 
security requirements of particular industries reliant on 
IoT technology.

Healthcare IoT Security:

The potential of connected medical devices to improve 
patient care is tremendous but the risks it brings are 
equal or even greater. Sensitive health data needs to be 
protected and critical life systems need to be protected. 
For the implementation of IoT benefits, there are 
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OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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strictures for regulating the IoT, which has to be done by 
the healthcare organizations and they should meet the 
HIPAA regulations.

IIoT Security:

IoT devices control critical manufacturing and industrial 
processes and machinery. Such environments can 
experience a security breach, which would result in 
production disruptions, safety hazards or potentially 
environmental disasters. But one of the most critical 
things that need to be taken in terms of securing IIoT 
deployments is implementing robust security protocols 
and segmenting networks.

Smart City Security Challenges

Considering that cities soon will be featuring it in traffic 
management, energy distribution, and public safety, 
cyberattacks’ potential impact multiplies. To protect 
critical infrastructure, and maintain public trust, a 
holistic, integrated approach to security that covers 
technical and governance aspects is needed.

Automotive IoT Security:

New attack surfaces to divided public safety and 
privacy in case of connected vehicles and intelligent 
transportation systems rise. Keeping in mind securing in-
vehicle networks, over the air updates and vehicle to 
infrastructure communications, leading the automotive 
industry is going towards the IoT. Due to its complexity, 
Chwan’s Regulator Landscape and Compliance 
Considerations cannot be addressed in a single blog post.

The security and privacy of 1000 ‘things’ connected 
to the internet, collective home energy scheduling or 
automotive faster payouts also means that governments 
and regulators are developing new frameworks to 
address related issues. This section analyses the changing 
regulatory landscape around IoT cybersecurity.

IOT Security Regulations around the world:

Many countries and regions have put in place — or are 
considering — legislation to address IoT security. The 
prospects for establishing baseline security standards 
for connected devices are captured by the European 
Union’s Cybersecurity Act and the United States’ IoT 
Cybersecurity Improvement Act for example. To avoid 
regulatory friction in and amongst different jurisdictions, 
organizations that span the globe must attempt to get 
around this complex regulatory environment. Data 
Protection and Privacy Laws impact all users of Airbnb’s 

platform globally. These applicable laws regulate how 
Airbnb handles data and our privacy obligations. General 
Data Protection Regulation (GDPR) in Europe and 
California Consumer Privacy Act (CCPA) in the U.S., have 
really big implications for the IoT deployments. Both sets 
of laws impose a set of strict requirements with regard to 
data collection, storage and data processing practices, 
so privacy considerations need to be appropriately 
addressed during the design of an IoT system.[19-22]

Compliance requirements that are specific to 
the industry.

Unfortunately, some sectors will also need to overcome 
additional regulatory hurdles when deploying IoT 
solutions. As an example, healthcare organizations 
must make sure their connected devices abide by HIPAA 
regulations, while financial institutions have to adhere 
to, for instance, PCI DSS. To adopt IoT successfully, 
businesses must understand and meet these industry 
specific requirements.

Standards Organizations – The Role

The work to standardize IoT security is being done 
by a variety of bodies, including the International 
Organization for Standardization (ISO) and the Internet 
Engineering Task Force (IETF) and there are guidelines 
and best practices being created for securing the IoT 
in the process. While not always enforceable, these 
standards offer good guidelines for companies to achieve 
better levels of IoT security.

IoT deployments secure best practices:

Security measures in an IoT environment should be robust to 
mitigate risks. Here we talk about what you must consider 
when deploying and managing your IoT systems.

Security by Design Principles:

We show it is essential to incorporate security 
considerations into the early stages of IoT product 
development and system design. This process of “security 
by design” makes it more likely protection mechanisms 
get deeply embedded, rather than tacked on as an 
afterthought. Attack surfaces should be minimized, 
default settings should be secure, and we should be 
designing for easy update and patching.

Network Segmentation with Access Control

Isolating IoT devices onto their own network segments 
helps contain possible breaches, and limits the attacker’s 
ability to get of from one device to another. In addition 
to the use of strong access controls, including role 
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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based access and the principle of least privilege, system 
security is further enhanced by restricting unauthorized 
interactions with IoT systems.

Continuous Monitoring and Threat detection

Robust IoT monitoring solutions to detect abnormal 
behaviour across large IoT networks is crucial. The real 
time analysis of patterns and potential security incidents 
can be performed by machine learning and artificial 
intelligence technologies to identify potential security 
incidents and respond quickly to emerging threats.

Security Assessments and Penetration Testing on a 
regular basis.

Periodic security audits and pen tests can help identify 
vulnerabilities with IoT deployments before they can be 
exploited by malicious actors. Any IoT system, no matter 
how handcrafted a system it is, needs to be assessed on 
the devices themselves but also on the broader ecosystem 
made up of cloud services and mobile applications with 
which developers can manage IoT systems [23]-[27].

Artificial Intelligence in IoT Security—Role 
Responsibility

Recently, Artificial intelligence and machine learning 
technologies start to play an increasingly important role 
in securing IoT environments. In this section, we explore 
how AI is being used to improve cybersecurity on the era 
of IoT.

Threat Detection Response (TDR)

IOT devices filled with data can be analyzed by the 
security systems using AI to identify patterns indicative of 

attack. Traditional human cybersecurity analysts, while 
very human, generally cannot react to these quickly 
evolving challenges as quickly as can these systems.

Behavior Analysis and Anomalies Detection:

IoT devices and networks can be trained with machine 
learning algorithms to define baseline behavior patterns 
that make authenticating against anomaly, especially in 
the event that it means a breach, simpler to identify. 
In complex IoT environments, in which traditional 
rule based detection approaches may not suffice, this 
approach provides significant value.[28-30]

Security and Predictive Maintenance Forecasting:

IoT systems can be predicted with AI potential 
vulnerabilities before being exploited. These systems 
analyze historical data and current trends, and 
therefore can forecast future security needs and suggest 
proactive mitigation strategies targeted at addressing 
the identified vulnerabilities before damage or losses 
exceed tolerable levels.

Challenges faced by AI in IoT Security

While AI has great benefits in IoT security domain, it also 
brings new challenges. There are issues with adversarial 
attacks to AI systems, need of big datasets to train 
effective models and interpretation of the AI driven 
decisions when using these.

IoT Cybersecurity Future Trends:

With the IoT landscape evolving by the day, new security 
problems are being created and new solutions are 
appearing. In this section, we take a look at some of the 

Fig. 2. Security by Design Principles
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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most important trends that will affect the future of IoT 
cybersecurity.

IoT Security and Edge Computing:

As IoT progresses towards edge computing, where data 
processing happens closer to the data source than in a 
centralized cloud, IoT security is also inevitably shifting. 
However, while edge computing can minimize latency 
and bandwidth consumption it also raises new security 
questions to safeguard distributed processing nodes.[31-33]

Quantum Computing and Encryption of IoT

IoT security is challenged by both opportunities and 
threats expected from quantum computing. However, 
quantum algorithms may one day passively facilitate 
stronger cryptographic systems that concurrently 
render many existing systems cryptographically fragile. 
Planning for long term IoT security has become less about 
‘quantum tomorrow’ and more about ‘post quantum 
today’.

IoT Security with Blockchain Technology:

Deciding to use blockchain and distributed ledger 
technologies to enhance trust and security in an IoT 
ecosystem are finding applications for it. Here these 
technologies can enable tamper evident logging, 
secure firmware updates, and decentralized identity 
management for IoT devices.

Implications of 5G Networks and IoT Security:

5G networks will enable faster, more reliable connectivity 
out to the farthest reaches of IoT devices, and should 
help to speed up the adoption of IoT solutions. In fact 
these new infrastructure present new challenges to 
security, for example the security of virtualized network 
functions, and an increase from tens in the network in 
numbers of connected devices to tens of millions.

Conclusion

With the Internet of Things rapidly remodeling our digital 
surroundings, there is no question to the necessity of 
its robust cybersecurity framework. IoT environments 
present unique challenges with technological innovation 
needed to meet the challenges along with necessitating 
organizational best practices and regulatory compliance. 
Knowledge of the precise vulnerabilities and new dangers 
in the IoT universe allows them to in all respects ready for 
what IoT can give while limiting the associated hazards. 
However, in pursuit of a better future, we at NATO 
will need to depend on collaboration among industry 
stakeholders, policymakers and security researchers, 

working together to the develop solutions that evolve in 
speed with the exponential growth of the IoT ecosystem. 
Securing the Internet of Things is not simply a technical 
problem but a shared responsibility, affecting people, 
companies and all of society. With enough information 
and preparedness, we can build a more secure, resilient 
connected world.
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IntroductIon 
A comparator is a device that compares between two input 
signals, basically an input analog signal with a reference signal, 
and gives outputs in terms of a digital signal based on the result 
of the comparison. Comparators are widely used in various 
circuits, especially A/D converters (ADC). An ADC application 
is one that requires a quicker operating speed and reduced 
power consumption. They also aim for a reduced noise level and 
a lower offset voltage. The comparator is crucial in obtaining 
greater operating speeds and lower power consumption. The 
comparator we suggest is made using CMOS technology, which 
has strong noise immunity and low static power consumption. 
This article details the design of a comparator for use in a 
4-BIT FLASH ADC with a sampling rate of 4.2 GHz. In such a 
circumstance, the device’s accuracy should be no less than 
1/2 LSB. When the reference voltage and supply voltage are 
identical, the LSB value of an N-bit ADC is provided by the 
following formula:
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 LSB= {VDD/ (2) ^N} (1)

The desired comparator resolution is 112.5 mV for a 
4-BIT converter with a 1.8V supply voltage. In this work, 
we examine the design and operation of a current-based, 
low-power comparator. In order to gain more precision 
and minimize, a competent offset cancellation method has 
been implemented. In this comparator, super low threshold 
MOSFETs are used. In general, in a conventional MOSFET 
structure, the gate capacitance tends to show a higher 
value. For this reason, the threshold of the MOSFETs tends 
to be higher. One of the techniques to obtain a super low 
threshold of MOSFETs is to fabricate the MOSFETs with 
lower gate capacitance. As the gate capacitance is lower 
in these types of MOSFETs, the threshold voltage will 
reduce a lot which will give a better headroom for design, 
to have a great ICMR range, low power consumption, and 
large obtainable gain while keeping all the MOSFETs in 
saturation. SLVT MOSFETs allow doing that. Also, the length 
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A. Operational Transconductance Amplifier
OTA is a fundamental component in the majority of 
analog circuits with linear input-output characteristics. 
It is essentially identical to conventional operational 
amplifiers in which differential inputs are present. The 
primary distinction between OTA and traditional OPAMP is 
that the output of OTA is in the form of current, while the 
output of conventional OPAMP is in the form of voltage. 
The comparator has two special properties.

• Input Swing
• Output Swing

Our target is a small change of ∆VGS as if we get a sharp 
digital output in the comparator. We know, Inverter has 
a very high gain. We make the OTA stage by connecting 
a differential amplifier with an Inverter. All the MOSFETs 

of the MOSFETs was increased to four times of the nominal 
length which has provided the design with a better Noise 
Figure, PSRR, Gain, and CMRR performance.

relAted work

Over decades, the design of a comparator has been 
implemented. With the use of various process technology, 
several researchers have produced a variety of acceptable 
comparator structures for a variety of applications.

Developed a three-stage voltage comparator 
concentrated on improving comparator sensitivity and 
total gain in this design. B. Prathibha et al.[2] suggested a 
three-stage CMOS comparator with a high-speed operation 
to gain a lower static & dynamic power dissipation and a 
smaller offset voltage. Satyabrata et al.[3] compare the 
traditional comparator to the latched and hysteresis-
based comparator. Zbigniew[4] presented the design of 
a comparator for a high-linearity flash ADC, which was 
realized in a 22nm FDSOI process with a 0.8V supply. The 
architecture of a pipelined ADC mismatch insensitive 
dynamic comparator.[5] High-resolution comparators have 
also been designed utilizing offset measurement and 
a cancellation technique involving dynamic latches.[6]  
Consequently, it was suggested to build a dynamic 
comparator with high accuracy and low offset.

This paper focused on the highly linear, low offset 
voltage, high resolution, and low power performance of the 
Comparator. The comparator design given in this paper is 
designed that can be used with flash ADC.

ArchItecture of compArAtor

The comparator circuit is the essential element of every 
ADC. The total performance of the ADC is determined by 
the properties and performance of the comparator. Fig. 
1 depicts the block diagram of the proposed comparator. 
This topology comprises two blocks in it.

• OTA Stage
• Output Stage

Up to the OTA, the stage amplification of analog input 
is performed. Then the buffer stage further amplifies to 
give a level as well as strengthen the OTA OUTPUT signal 
for load driving. After the output buffer stage, a digital 
signal is created on the output side. Fig. 2 depicts the 
schematic of the entire idea.

Fig. 1: Block diagram of the suggested Comparator
Fig. 3: Differential Pair, OTA Stage, and Current Mirror 

for The Comparator

Fig. 2: Schematic of the 45nm CMOS-based 
Comparator
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